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Cloudflare ESG 
Index 2022
Part of how we execute on our goal to build a better Internet 
— and act transparently and ethically as a company — is 
through our global commitments and partnerships.

The following pages contain our disclosures for the 
Global Reporting Initiative (GRI), Sustainability Accounting 
Standards Board (SASB), and UN Global Compact (UNGC).

These disclosures are excerpted from the 2022 Cloudflare 
Impact Report; learn more at cloudflare.com/impact.

https://www.cloudflare.com/impact/


Economic Environmental Social SASB UNGeneral Disclosures

GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Organization profile 102-1 Name of the organization Cloudflare, Inc. 

102-2 Activities, brands, products, 
and services

10-K Filing

102-3 Location of headquarters 101 Townsend Street, San Francisco, CA

102-4 Location of operations Cloudflare Office Locations

102-5 Ownership and legal form 10-K Filing

102-6 Markets served 10-Q Filing 
10-K Filing

102-7 Scale of the organization 10-Q Filing 
10-K Filing

102-8 Information on employees and 
other workers

cloudflare.com/diversity-equity-and-inclusion  
Cloudflare does not have a significant portion of its 
organizational activities performed by workers who are not 
employees.

102-9 Supply chain 10-K Filing

102-10 Significant changes to the 
organization and its supply 
chain

Entire 
disclosure

Not 
applicable

102-11 Precautionary principle or 
approach 

See A Better Internet is sustainable, page 30.

102-12 External initiatives Cloudflare is a signatory of the UN Global Compact, and a 
member of the Global Networking Initiative. 
 
Cloudflare also participates in the Pledge 1% Initiative.

102-13 Membership of associations Cloudflare participates in the following trade associations: 
BSA, i2c, CCIA, TechUK, Eco, Asia Internet Association, 
Bitkom, Germany Secure Online (Deutschland sicher im Netz), 
American Chamber of Commerce Japan, Communications 
Alliance, and US-China Business Council.

Omission

2Cloudflare ESG Index 2022

https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://www.cloudflare.com/about-overview/
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/dd287e1e-06fc-4ab3-9f0b-8d87a6c40692.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/dd287e1e-06fc-4ab3-9f0b-8d87a6c40692.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://www.cloudflare.com/diversity-equity-and-inclusion/
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf


Economic Environmental Social SASB UNGeneral Disclosures

GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Strategy 102-14 Statement from senior 
decision-maker

See statement from Cloudflare founders, page 2.

102-15 Key impacts, risks, and 
opportunities 

10-K Filing
See statement from Cloudflare founders, page 2. 
See Engineering privacy into the Internet, page 15. 
See Human rights @ Cloudflare, page 17. 
See UN disclosures, starting on page 60.

Ethics and integrity 102-16 Values, principles, standards, 
and norms of behavior

Code of Business Conduct and Ethics

102-17 Mechanisms for advice and 
concerns about ethics

See Ethics and compliance @ Cloudflare, page 19. 
Code of Business Conduct and Ethics

Governance 102-18 Governance structure Proxy Statement Filing

102-19 Delegating authority Reporting on environmental, social, and governance topics 
is generally conducted by the Public Policy team and is 
overseen by the General Counsel.  

102-20 Executive-level responsibility 
for economic, environmental, 
and social topics

Cloudflare’s CEO has executive responsibility for 
implementation of environmental, social, and governance 
topics. 

102-21 Consulting stakeholders on 
economic, environmental, and 
social topics

Proxy Statement Filing
Multistakeholder engagement on human rights issues is led 
by the Public Policy team.
Nominating and Corporate Governance Committee Charter

102-22 Composition of the highest 
governance body and its 
committees

Proxy Statement Filing

102-23 Chair of the highest 
governance body

Proxy Statement Filing

102-24 Nominating and selecting the 
highest governance body

Proxy Statement Filing 
Nominating and Corporate Governance Committee Charter 

102-25 Conflicts of interest Corporate Governance Guidelines 
Audit Committee Charter  
Code of Business Conduct and Ethics

Omission
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https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://cloudflare.net/files/doc_downloads/governance/2020/12/Code-of-Business-Conduct-and-Ethics-(Amended-10.27.20).pdf
https://cloudflare.net/files/doc_downloads/governance/2020/12/Code-of-Business-Conduct-and-Ethics-(Amended-10.27.20).pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/Nominating-and-Corporate-Governance-Committee-Charter.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/Nominating-and-Corporate-Governance-Committee-Charter.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/Corporate-Governance-Guidelines.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/12/Cloudflare-Audit-Committee-Charter-(v.-10.25.2022).pdf
https://cloudflare.net/files/doc_downloads/governance/2020/12/Code-of-Business-Conduct-and-Ethics-(Amended-10.27.20).pdf
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Governance 
(continued)

102-26 Role of highest governance 
body in setting purpose, 
values, and strategy

Nominating and Corporate Governance 
Committee Charter

102-27 Collective knowledge of 
highest governance body

The Nominating and Corporate Governance Committee, the 
Audit Committee, and the Board of Directors were briefed on 
a variety of sustainability issues in 2022.

102-29 Identifying and managing 
economic, environmental, and 
social impacts

The Nominating and Corporate Governance Committee, the 
Audit Committee, and the Board of Directors were briefed on 
a variety of sustainability issues in 2022.

102-30 Effectiveness of risk 
management processes

Proxy Statement Filing

102-31 Review of economic, 
environmental, and social 
topics

The Nominating and Corporate Governance Committee, the 
Audit Committee, and the Board of Directors were briefed on 
a variety of sustainability issues in 2022.

102-32 Highest governance body's 
role in sustainable reporting

Cloudflare’s Impact Report is managed by its General Counsel 
and reviewed by its CFO and CEO. 

102-33 Communicating critical 
concerns

The Nominating and Corporate Governance Committee, the 
Audit Committee, and the Board of Directors were briefed on 
a variety of sustainability issues in 2022.

102-34 Nature and total number of 
critical concerns

In 2022, there were no critical concerns as defined by 102-34 
associated with this report that required reporting to the 
Board of Directors.

102-35 Remuneration policies Proxy Statement Filing

102-36 Process for determining 
remuneration 

Proxy Statement Filing

102-37 Stakeholders' involvement in 
remuneration 

Proxy Statement Filing

102-38 Annual total compensation 
ratio

Proxy Statement Filing

 

Omission
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https://cloudflare.net/files/doc_downloads/governance/2022/Nominating-and-Corporate-Governance-Committee-Charter.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/Nominating-and-Corporate-Governance-Committee-Charter.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf


Economic Environmental Social SASB UN

GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Stakeholder 
engagement

102-40 List of stakeholder groups Cloudflare stakeholders include its customers, users, 
employees, investors, partners, and any other groups that are 
materially affected by Cloudflare’s business or the decisions 
it makes. As part of its mission to help build a better Internet, 
Cloudflare also includes the Internet and Internet community 
generally among its stakeholder groups.  

102-41 Collective bargaining 
agreements 

10-K Filing

102-42 Identifying and selecting 
stakeholders

See 102-13 and 102-40.  
See also Engineering privacy into the Internet, page 15.  
See Project Galileo, page 10.  
See Human rights @ Cloudflare, page 17.  
See Collaborating with civil society organizations, page 29.

102-43 Approach to stakeholder 
engagement

Examples of engagement with stakeholders can be found 
throughout Cloudflare’s 2022 Impact Report.  
 
Internally, all employees have the opportunity to engage in 
open dialogue through internal communication platforms, as 
well as through Employee Resource Groups (ERG) and the 
Cloudflare Inclusion Council.  
 
Externally, Cloudflare’s Legal, Policy, and Trust and Safety 
teams regularly engage in industry dialogue regarding 
Internet policy. Cloudflare also participates in a number of 
multistakeholder organizations as described in 102-13. Finally, 
Cloudflare regularly engages in multistakeholder consultation 
through programs like Project Galileo, which includes 50 civil 
society partner organizations.  
 
See Project Galileo, page 10. 

Reporting practice 102-44 Key topics and concerns 
raised

Cloudflare gathers input on its key topics and concerns from 
stakeholders through a variety multistakeholder organizations 
including those described in 102-13 and 102-43.
Human Rights Policy

102-45 Entities included in the 
consolidated financial 
statements

10-Q Filing 
10-K Filing

Omission

General Disclosures

5Cloudflare ESG Index 2022

https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://www.cloudflare.com/resources/images/slt3lc6tev37/fdLHB1OGp8ZWwzCTVlM0n/e0a42a032592ded778bda8c31c6747b1/BDES-2133_Impact-Week-Human-Rights-Policy.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/dd287e1e-06fc-4ab3-9f0b-8d87a6c40692.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf


Economic Environmental Social SASB UN

GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Reporting practice 
(continued)

102-46 Defining report content and 
topic Boundaries

The report covers all of Cloudflare’s global operations.  
The reporting period is calendar year (CY) 2022, unless 
otherwise stated.

102-48 Restatements of information During 2022, there were no corrections or restatements of 
information given in the 2021 Cloudflare Impact Report.

102-49 Changes in reporting There are no significant changes from previous reporting 
periods as described in 102-49.

102-50 Reporting period CY2022

102-51 Date of most recent report December 2021

102-52 Reporting cycle Annual

102-53 Contact point for questions 
regarding the report

impact@cloudflare.com

102-54 Claims of reporting in 
accordance with the GRI 
standards

This report is intended to align with the disclosure 
requirements as described in the GRI Standards.

102-55 GRI content index Cloudflare 2022 GRI Content: Index (this document).

102-56 External assurance Cloudflare’s greenhouse gas emissions were externally 
verified. See GRI 305. No other section of this report was 
externally verified. See SBC verification letter, page 67.

Omission

General Disclosures
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General Disclosures Environmental Social SASB UNEconomic

GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Economic 
performance

103-1 Explanation of material topic 
and its Boundary

Economic performance is material to Cloudflare’s continued 
growth and long-term sustainability. 
10-K Filing
Cloudflare’s management teams and CEO are responsible for 
economic performance as defined under 201-1.

103-2 The management approach 
and its components

10-Q Filing 
10-K Filing

103-3 Evaluation of the  
management approach

Proxy Statement 
Audit Committee Charter 

201-1 Direct economic value 
generated and distributed

10-Q Filing 
10-K Filing 

Indirect economic 
impacts

203-2 Significant indirect  
economic impacts

Cloudflare provides world-class security, performance, and 
reliability services for millions of websites for free, through its 
free service plan. 
Cloudflare also provides free access to additional services for 
important civil society and humanitarian organizations as well 
as state and local governments and candidates for political 
office. 
See Project Galileo, page 10. 
See Athenian Project, page 11.

Anti-corruption 103-1 Explanation of material topic 
and its Boundary

Cloudflare is committed to conducting its business with 
integrity, as well as partnering with companies that share its 
same values against corruption. 
See Ethics and compliance @ Cloudflare, page 19.
Code of Business Conduct and Ethics 
Third Party Code of Conduct 

103-2 The management approach 
and its components

Cloudflare manages corruption and bribery issues through 
its policies prohibiting such conduct, and through its annual 
training and certification. 
Compliance with Cloudflare’s policy on anti-corruption as well 
as its training requirements are overseen by the Head of Legal 
Compliance and the General Counsel.

103-3 Evaluation of the  
management approach 

Corporate Governance Guidelines 
Audit Committee Charter 

Omission
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https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/dd287e1e-06fc-4ab3-9f0b-8d87a6c40692.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/b64c30c3-b118-4f1d-a299-f4ac8bfd552f.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/12/Cloudflare-Audit-Committee-Charter-(v.-10.25.2022).pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/dd287e1e-06fc-4ab3-9f0b-8d87a6c40692.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://cloudflare.net/files/doc_downloads/governance/2020/12/Code-of-Business-Conduct-and-Ethics-(Amended-10.27.20).pdf
https://cf-assets.www.cloudflare.com/slt3lc6tev37/284hiWkCYNc49GQpAeBvGN/e137cdac96d1c4cd403c6b525831d284/Third_Party_Code_of_Conduct.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/Corporate-Governance-Guidelines.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/12/Cloudflare-Audit-Committee-Charter-(v.-10.25.2022).pdf


General Disclosures Environmental Social SASB UN

GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Anti-corruption 
(continued)

205-2 Communication and training 
about anti-corruption policies 
and procedures

All employees, including senior managers, complete training 
on bribery and corruption at onboarding, and as part of 
annual training and certification. 
Cloudflare conducts a thorough screening of each supplier, 
reseller, and partner at onboarding and with real-time 
monitoring to ensure the company is not partnering with 
companies that pose a high risk of corruption. 
Cloudflare has selected an anti-bribery and anti-corruption 
training course for its third parties, and is preparing for rollout 
in January 2023.

205-3 Confirmed incidents of 
corruption and actions taken

Cloudflare is aware of no incidents of corruption as described 
in 205-3 among its employees. As a result, no employee was 
dismissed or disciplined for corruption. 
Cloudflare is aware of no incidents of corruption among its 
contracted business partners. As a result, no related contract 
was terminated or discontinued on that basis. 
Cloudflare is aware of no associated legal cases brought 
against Cloudflare or its employees.

Anti-competitive 
behavior		

103-1 Explanation of material topic 
and its Boundary

Cloudflare believes that competition laws and regulations 
throughout the world are designed to foster a competitive 
marketplace and prohibit activities that restrain trade. 
Cloudflare is dedicated to compliance with laws governing fair 
competition in all of its activities. Any activity that undermines 
this commitment is unacceptable. 
Code of Business Conduct and Ethics

103-2 The management approach 
and its components

Anti-competitive behavior is covered by Cloudflare’s anti-
bribery and anti-corruption policy and training, which is led 
by its Head of Legal Compliance, and overseen by its General 
Counsel. The purpose of Cloudflare’s policy is to ensure that 
all Cloudflare operations are conducted in accordance with 
relevant legal requirements and the highest ethical standards. 

103-3 Evaluation of the  
management approach 

Corporate Governance Guidelines 
Audit Committee Charter 

206-1 Legal actions for 
anticompetitive behavior, 
antitrust, and monopoly 
practices

Cloudflare was involved in no legal actions regarding  
anti-competitive behavior, antitrust, or monopoly practices. 

Economic

Omission
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https://cloudflare.net/files/doc_downloads/governance/2020/12/Code-of-Business-Conduct-and-Ethics-(Amended-10.27.20).pdf
https://cloudflare.net/files/doc_downloads/governance/2022/Corporate-Governance-Guidelines.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/12/Cloudflare-Audit-Committee-Charter-(v.-10.25.2022).pdf
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Tax 103-1 Explanation of material topic 
and its Boundary

Cloudflare’s global tax policy is to comply with the applicable 
tax laws, rules, regulations, and reporting requirements within 
the jurisdictions in which it operates, as supplemented with 
advice from external advisers. Cloudflare is committed to 
paying all taxes that are legally due and in line with the spirit 
of the tax legislation as enacted by the governing authorities 
within each jurisdiction in which it operates.

103-2 The management approach 
and its components

Cloudflare’s tax policy is led by its Global Head of Tax and 
overseen by the Chief Financial Officer.

103-3 Evaluation of the  
management approach

Corporate Governance Guidelines 
Audit Committee Charter 

207-1 Approach to tax Cloudflare’s tax strategy and decisions are evaluated by 
internal tax professionals and are supplemented by the advice 
of outside advisers. The executive finance organization as 
a whole plays a role in all tax decisions and tax planning 
opportunities. 
Cloudflare’s approach to compliance is conservative and 
disciplined. Its internal tax team monitors the activities of the 
business, ensuring that appropriate care is applied in relation 
to all processes that could materially affect its compliance 
with its tax obligations. Cloudflare is committed to accurately 
filing its tax returns and remitting tax payments on a timely 
basis. Furthermore, Cloudflare actively monitors changes in 
tax laws, regulations, rules, and reporting requirements as 
part of its routine procedures in financial and tax reporting.

Economic

Omission
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https://cloudflare.net/files/doc_downloads/governance/2022/Corporate-Governance-Guidelines.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/12/Cloudflare-Audit-Committee-Charter-(v.-10.25.2022).pdf
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Tax 
(continued)

207-2 Tax governance, control,  
and risk management

Cloudflare’s Global Head of Tax reports directly to the Chief 
Financial Officer and is responsible for the implementation of 
Cloudflare’s global tax strategy.
The day-to-day tax matters are managed by the internal tax 
team in conjunction with the Cloudflare worldwide finance 
organization. The Global Head of Tax and the internal tax team 
are predominantly located within the US and Portugal.
Cloudflare’s approach to tax risks is to apply prudent risk 
management strategies while avoiding inefficiencies in the 
implementation of business decisions. Cloudflare seeks 
to reduce the level of tax risk arising from its worldwide 
operations as far as is reasonably practicable through active 
monitoring of changes in the company’s business activities 
and tax legislations. Further, Cloudflare seeks to manage tax 
risk by engaging external tax advisers for guidance in areas 
that are new, complex, or uncertain to ensure adequate risk 
reduction.
At Cloudflare, the Audit Committee serves to assist the 
Board of Directors with fulfilling its responsibilities to 
oversee management’s financial, accounting, and reporting 
processes; Cloudflare’s system of internal financial controls; 
and its compliance with related legal, regulatory, and ethical 
requirements. The Audit Committee’s scope of responsibility 
includes matters related to global taxation and reporting.
Cloudflare is a US SEC registered filer and is required to 
disclose tax-related information in accordance with its 
quarterly and annual reporting requirements thereunder. For 
more information, please visit the SEC Filings section of the 
Cloudflare website.

207-3 Stakeholder engagement and 
management of concerns 
related to tax

Cloudflare’s global tax function engages with tax authorities 
as part of its routine tax compliance process and where 
deemed necessary to appropriately apply the tax statutes  
and regulations to its facts and circumstances. Additionally,  
it engages with tax authorities in connection with requests  
for additional information and audits over open return years as 
necessary. 
Cloudflare does not engage in public policy advocacy on  
tax issues. 
Cloudflare’s global tax function engages with internal and 
external stakeholders to facilitate strategic initiatives, growth, 
and development of its multinational enterprise. 

Omission

Economic
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https://cloudflare.net/financials/sec-filings/default.aspx


General Disclosures Economic Social SASB UNEnvironmental

GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission Explanation of Omission

Materials 301 Materials Entire 
disclosure

Not material As a cloud-based SaaS 
provider, materials as 
described in GRI 301-1, 
301-2, and 301-3 are not a 
material issue as defined in 
GRI 103-1 for Cloudflare. 

Cloudflare is not aware 
of any facilities in which 
Cloudflare operates that 
have had a regulatory or 
compliance issue.

Energy 103-1 Explanation of the material 
topic and its Boundaries 

Cloudflare uses purchased electricity to operate 
its global network as well as its facilities. The 
Cloudflare network includes data centers 
located in over 100 countries and 275 cities 
around the world. Cloudflare also leases space 
in 16 facilities globally. All energy data included 
in this section is based on CY2021.  
Emissions Inventory 2021

103-2 The management approach 
and its components

The Cloudflare network is managed by the 
Senior Vice President of Global Infrastructure. 
Cloudflare facilities are managed by the Senior 
Director, Head of Real Estate & Workplace 
Operations.  

103-3 Evaluation of the management 
approach

Corporate Governance Guidelines 
10-K Filing

302-1 Energy consumption within 
the organization

Cloudflare consumed no non-renewable energy 
as defined under GRI 302 in CY2021. 
Cloudflare consumed 49.5 gigawatt hours 
(GWh) total energy in CY2021. All consumed 
energy was obtained through grid electricity. 
Cloudflare matched its grid consumed 
electricity with renewable energy purchases 
as part of its commitment to 100% renewable 
energy. Cloudflare did not sell any renewable 
energy in 2021. 
Emissions Inventory 2021

Omission
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https://cf-assets.www.cloudflare.com/slt3lc6tev37/cyKi7QPKmmWoSnnKl7ogp/0b3a4438da311ce2315afa52013e5cee/Cloudflare_Emissions_Inventory_2021.pdf
https://cloudflare.net/files/doc_downloads/governance/2022/Corporate-Governance-Guidelines.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://cf-assets.www.cloudflare.com/slt3lc6tev37/cyKi7QPKmmWoSnnKl7ogp/0b3a4438da311ce2315afa52013e5cee/Cloudflare_Emissions_Inventory_2021.pdf
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission Explanation of Omission

Energy      
(continued)

302-2 Energy consumption outside 
the organization

Cloudflare compiles energy data from each of 
its data centers. In locations where Cloudflare 
colocates data center equipment in a facility 
owned and controlled by a third party, 
Cloudflare does not record any energy used 
by that facility that is unrelated to Cloudflare-
owned and -controlled equipment.

302-3 Energy intensity Based on 2021 total revenue and energy data, 
Cloudflare consumed .000075 megawatt hours 
(Mwh) of energy for every dollar of revenue 
generated.

Water 303 Water and effluents Entire 
disclosure

Not material As a cloud-based SaaS 
provider, water and 
effluents as described in 
303-1 through 303-5 are 
not a material issue as 
defined in GRI 103-1  
for Cloudflare. The 
UN CEO Global Water 
Mandate does not classify 
Cloudflare as either a 
medium- or high-risk 
enterprise for water 
usage. Cloudflare is not 
aware of any facilities 
that it operates that 
have had a regulatory or 
compliance issue. 

Cloudflare is working 
to better understand 
and reduce water usage 
at each of its facilities, 
though it does not 
anticipate that those 
efforts will result in a 
material disclosure.

Omission

Environmental
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission Explanation of Omission

Emissions 103-1 Explanation of the material 
topic and its Boundaries 

Greenhouse gas (GHG) emissions associated 
with Cloudflare operations are the result of 
energy consumed by powering its network and 
facilities. Cloudflare emissions data included 
in this section describes Cloudflare’s calendar 
year 2021 activities.

103-2 The management approach 
and its components

GHG emissions are managed by the 
Infrastructure, Places, and Policy teams.

103-3 Evaluation of the management 
approach

Nominating and Corporate Governance 
Committee Charter 
Emissions Inventory 2021

305-1 Direct (Scope 1)  
GHG emissions

See Emissions @ Cloudflare, page 32.
Cloudflare recorded Scope 1 location-based 
emissions of 134 metric tons (MT) carbon 
dioxide equivalent (CO2e) in 2021. Cloudflare 
used the operational control consolidation 
approach, under the GHG Protocol. 
Emissions Inventory 2021

305-2 Energy indirect (Scope 2) 
GHG emissions

See Emissions @ Cloudflare, page 32.
Cloudflare recorded the following Scope 2 
emissions in 2021: 
Location-based emissions: 15,488.03 metric 
tons (MT) carbon dioxide equivalent (CO2e).
Market-based emissions: 0 MT CO2e.
Emissions Inventory 2021

305-4 GHG emissions intensity Based on its CY2021 location-based emissions, 
Cloudflare emitted .000024 MT (CO2e) per 
dollar of revenue generated. 
Cloudflare emitted 0 market-based emissions in 
CY2021. 

Omission

Environmental
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https://cloudflare.net/files/doc_downloads/governance/2022/Nominating-and-Corporate-Governance-Committee-Charter.pdf
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission Explanation of Omission

Emissions 
(continued)

305-6 Emissions of ozone-depleting 
substances (ODS)

Entire 
disclosure

Not applicable Cloudflare is not aware of 
any ODS in its products, 
processes, or services.

305-7 Nitrogen oxides (NOx), sulfur 
oxides (SOx), and other 
significant air emissions

Entire 
disclosure

Not applicable Cloudflare is not aware 
of any of its activities 
that result in emission 
of nitrogen oxides, 
sulfur oxides, or other 
significant air emissions 
identified in 305-7.

Effluents and waste 306 Effluents and waste Ninety-five percent of Cloudflare data centers 
are covered by contractual agreements to resell 
or recycle decommissioned Cloudflare network 
equipment, wherever possible. 
Based on data from Cloudflare’s provider, over 
the prior 12-month period, 35% of Cloudflare 
decommissioned hardware was either resold or 
recycled. Sixty-five percent was destroyed. 
Approximately 99.3% of destroyed items were 
classified as data bearing devices, including 
SSD cards, and were wiped and destroyed for 
security purposes. 

Environmental 
compliance

307-1 Non-compliance with 
environmental laws and 
regulations

Cloudflare is not aware of any non-compliance 
with environmental laws or regulations.

Omission

Environmental

14Cloudflare ESG Index 2022
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Employment 103-1 Explanation of material topic 
and its Boundary

Cloudflare provides employees with a variety of voluntary 
programs to promote worker health. 
Cloudflare provides access to an Employee Assistance 
Program (EAP), which includes licensed professional 
counseling services, including work/life balance assistance. In 
addition, Cloudflare employees have access to an on-demand 
digital mental health and well-being platform. 
Cloudflare provides access to a fertility benefit that covers 
a variety of family planning services, including fertility 
treatment, adoption, and gestational carrier support — also 
referred to as surrogacy.

103-2 The management approach 
and its components

Employment at Cloudflare is overseen by the Head of People 
and the President + COO.

103-3 Evaluation of the  
management approach 

10-K Filing 
Compensation Committee Charter

401-1 New employee hires and 
employee turnover 

In 2022 (as of Dec. 15, 2022), Cloudflare hired 1,300 
employees and experienced a turnover rate of 15.9%  
(as of Dec. 15, 2022).

401-3 Parental leave Cloudflare’s global parental leave policy allows a minimum 
of 16 paid weeks of bonding leave time for all qualifying new 
parents, with no interruption in health benefits. This is in 
addition to any local, state, and federal benefits.

Occupational health 
and safety

403-1 Occupational health and 
safety management system

Cloudflare’s global Safe & Healthy Workplace Policy confirms 
Cloudflare’s commitment to maintaining a safe and healthy 
work environment for its employees, customers, vendors, 
and all others with whom employees come into contact 
during their work. Among other topics, the policy explains 
the responsibility that is shared for following Cloudflare’s 
safety policies and instructions, encourages the reporting 
of potential hazards as well as injuries and accidents to 
the company, describes its reporting process, and shares 
additional health and safety resources and programs that are 
provided by Cloudflare. 
Cloudflare is in the process of implementing a new 
comprehensive health and safety program, which will 
include employee training, site risk assessments, and 
accident reporting, monitoring, and reviewing. The program 
implementation is expected to be complete by Q3 2023. 
Code of Business Conduct and Ethics

Omission
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Omitted 
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for Omission

Explanation  
of Omission

Occupational health 
and safety 
(continued)

403-2 Hazard identification, risk 
assessment, and incident 
investigation

Cloudflare’s health and safety program includes office health 
and safety audits. Results of the audit are reviewed by the 
Places, Physical Security, Employee Legal, and People teams 
for proactive hazard identification and remediation. 
The program also includes a post-incident after-action 
review to identify incident causes and implement necessary 
prevention measures.

403-6 Promotion of worker health Cloudflare provides employees with a variety of benefits and 
programs to promote worker health.
Employee access to non-occupational health services 
includes healthcare insurance, EAP, family forming benefits, 
fitness program access through the healthcare provider, and 
an on-demand digital mental health and well-being platform.

403-9 Work-related injuries In 2022, Cloudflare experienced no fatalities as a result of 
work-related injury. 
In 2022, Cloudflare experienced no high-consequence  
work-related injuries.

Training and 
education

103-1 Explanation of material topic 
and its Boundary

Learning and development at Cloudflare provides the tools 
and resources for all Cloudflare employees to grow and 
develop skills critical for success (Cloudflare Capabilities) and 
build an empathetic and inclusive community.

103-2 The management approach 
and its components

Learning and development at Cloudflare is overseen by the 
Head of People and the President + COO.

103-3 Evaluation of the  
management approach

At Cloudflare, we want to be a place where the best leaders 
(at all levels) are developed. Our Leading @ Cloudflare 
program encompasses learning paths around personal 
leadership, role as a manager, creating inclusive teams, and 
helping team members develop and perform.

404-1 Average hours of training per 
year per employee

Of the employees who participated in development training 
for 2022, they completed a total of 3,720 hours. On average, 
each employee completed 3.1 hours of training. 

Omission

Social
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GRI Standard Reference Disclosure Answer
Part  
Omitted 

Reason  
for Omission

Explanation  
of Omission

Diversity and equal 
opportunity

103-1 Explanation of material topic 
and its Boundary

See Diversity @ Cloudflare, page 27. 
See Communities @ Cloudflare, page 26.
Cloudflare Diversity, Equity, and Inclusion

103-2 The management approach 
and its components

Cloudflare diversity initiatives are overseen by the Head 
of People and the President + COO. Cloudflare diversity 
initiatives are also advanced by its Employee Resource 
Groups and their executive champions.
Cloudflare Diversity, Equity, and Inclusion

103-3 Evaluation of the  
management approach

10-K Filing

405-1 Diversity of governance 
bodies and employees

Cloudflare Diversity, Equity, and Inclusion

405-2 Ratio of basic salary and 
remuneration of women  
to men

Cloudflare conducts an internal pay parity analysis at least 
once a year. Cloudflare has committed to the EU Charter, the 
UK Tech Talent Charter, and the German Diversity Charter.
Cloudflare Diversity, Equity, and Inclusion

Freedom of 
association 
and collective 
bargaining

103-1 Explanation of material topic 
and its Boundary

Cloudflare recognizes and respects its employees’ right 
to freedom of association and collective bargaining within 
federal and local laws and regulations. Cloudflare is also 
committed to the ILO Declaration on the Fundamental 
Principles and Rights at Work. 
Human Rights Policy

103-2 The management approach 
and its components

10-K Filing

103-3 Evaluation of the  
management approach

10-K Filing

407-1 Operations and suppliers in 
which the right to freedom 
of association and collective 
bargaining may be at risk

Cloudflare recognizes and respects its employees’ right 
to freedom of association and collective bargaining within 
federal and local laws and regulations. Cloudflare is also 
committed to the ILO Declaration on the Fundamental 
Principles and Rights at Work. 
Human Rights Policy 

Cloudflare is not aware of any operations in 2022 in which the 
rights of employees to freely associate or collectively bargain 
were at risk. 

Omission

Social
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https://www.cloudflare.com/diversity-equity-and-inclusion/
https://www.cloudflare.com/diversity-equity-and-inclusion/
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
https://www.cloudflare.com/diversity-equity-and-inclusion/
https://www.cloudflare.com/diversity-equity-and-inclusion/
https://www.cloudflare.com/resources/images/slt3lc6tev37/fdLHB1OGp8ZWwzCTVlM0n/e0a42a032592ded778bda8c31c6747b1/BDES-2133_Impact-Week-Human-Rights-Policy.pdf
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477333/98f467d0-9cc2-452a-817d-17e94bdcb2b9.pdf
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https://www.cloudflare.com/resources/images/slt3lc6tev37/fdLHB1OGp8ZWwzCTVlM0n/e0a42a032592ded778bda8c31c6747b1/BDES-2133_Impact-Week-Human-Rights-Policy.pdf
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for Omission

Explanation  
of Omission

Child labor 103-1 Explanation of material topic 
and its Boundary

Cloudflare is committed to the ILO Declaration on the 
Fundamental Principles and Rights at Work, including the 
prohibition on the use of child labor in its operations or among 
its suppliers.
Human Rights Policy 
Third Party Code of Conduct

103-2 The management approach 
and its components

All Cloudflare employees are required to complete mandatory 
compliance training, including regarding Cloudflare’s human 
rights policy, which includes its prohibition on child labor. 
Business partners, resellers, suppliers, and vendors are 
regularly reviewed by legal, compliance, security, and senior 
leadership teams at Cloudflare. Evaluations of suppliers 
and vendors begin during the onboarding process and are 
periodically assessed for any material changes.

103-3 Evaluation of the  
management approach

Cloudflare’s Human Rights Policy is overseen by the Director, 
Head of Cloudflare Impact; VP, Global Head of Public Policy; 
and General Counsel. 
Cloudflare’s Third Party Code of Conduct is overseen by its 
Head of Legal Compliance and General Counsel.

408-1 Operations and suppliers at 
significant risk for incidents of 
child labor

Cloudflare is not aware of any of its operations or suppliers 
that have significant risks for incidents of child labor or young 
workers exposed to hazardous work. 
Although Cloudflare has identified no significant risk of child 
labor, it continues to regularly review its partners, resellers, 
suppliers, and vendors to ensure compliance with its policy. 

Forced or 
compulsory labor

103-1 Explanation of material topic 
and its Boundary

Cloudflare is committed to the ILO Declaration on 
Fundamental Principles and Rights at Work. To that end, 
Cloudflare expressly prohibits forced or compulsory labor in 
its operations or among its suppliers. 
Modern Slavery Act Statement 
Human Rights Policy 
Third Party Code of Conduct

103-2 The management approach 
and its components

All Cloudflare employees are required to complete mandatory 
compliance training, including regarding Cloudflare’s 
prohibition on forced or compulsory labor. 
Business partners, resellers, suppliers, and vendors are 
regularly reviewed by legal, compliance, security, and senior 
leadership teams at Cloudflare. Evaluations of suppliers 
and vendors begin during the onboarding process and are 
periodically assessed for any material changes.
.

Omission
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https://www.cloudflare.com/resources/images/slt3lc6tev37/fdLHB1OGp8ZWwzCTVlM0n/e0a42a032592ded778bda8c31c6747b1/BDES-2133_Impact-Week-Human-Rights-Policy.pdf
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https://cf-assets.www.cloudflare.com/slt3lc6tev37/284hiWkCYNc49GQpAeBvGN/e137cdac96d1c4cd403c6b525831d284/Third_Party_Code_of_Conduct.pdf
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Forced or 
compulsory labor 
(continued)

103-3 Evaluation of the  
management approach

Cloudflare’s Modern Slavery Act Statement and associated 
policies, including prohibition on forced or compulsory labor, 
are overseen by its Head of Legal Compliance and General 
Counsel, and reviewed and approved by Cloudflare’s Board of 
Directors.

409-1 Operations and suppliers at 
significant risk for incidents of 
forced or compulsory labor

Cloudflare is not aware of any of its operations or suppliers 
that have significant risks for incidents of forced or 
compulsory labor. 
In 2022, as in previous years, Cloudflare continues to 
explicitly prohibit forced or compulsory labor in its operations 
and among its suppliers. Although Cloudflare has identified 
no significant risk of forced or compulsory labor, it continues 
to regularly review its partners, resellers, suppliers, and 
vendors to ensure compliance with its policy.

Human rights 
assessments

103-1 Explanation of material topic 
and its Boundary

Human Rights Policy

103-2 The management approach 
and its components

Human Rights Policy

103-3 Evaluation of the  
management approach 

Human Rights Policy

412-1 Operations that have 
been subject to human 
rights reviews or impact 
assessments

Cloudflare is scheduled to complete its first human rights 
self-assessment consistent with the Global Network 
Initiative’s (GNI) human rights principles in January 2023. 

In addition, Cloudflare’s Public Policy team regularly engages 
in multistakeholder dialogue on human rights issues, including 
as part of the GNI and UN B-Tech Project Community of 
Practice.

412-2 Employee training on human 
rights policies or procedures

All Cloudflare employees completed human rights training  
in 2022.

Supplier social 
assessment 

414-1 Supplier social assessment Cloudflare’s procurement team is in the process of 
implementing a new software tool that will enable the 
company to screen suppliers using social criteria beginning in 
2023.

Omission
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GRI Standard Reference Disclosure Answer
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Explanation  
of Omission

Public policy 103-1 Explanation of material topic 
and its Boundary

Cloudflare’s Public Policy team serves as a conduit between 
the company and regulators, policymakers, civil society, and 
the public on policy issues relevant to Cloudflare’s mission to 
help build a better Internet

103-2 The management approach 
and its components

As a global company, Cloudflare sees the way that the future 
of the Internet is affected by governments, regulations, 
and people. We believe that if we want to help build 
a better Internet, we have to make sure that we share 
Cloudflare’s perspective in the many places where important 
conversations about the Internet are happening. And that is 
why we believe strongly in the value of public policy.

We publish descriptions of our lobbying activities in lobbying 
disclosure forms and transparency registers of governmental 
entities, in jurisdictions where these exist.

103-3 Evaluation of the management 
approach 

The Public Policy team is overseen by the Vice President and 
Global Head of Public Policy and the General Counsel. 

415-1 Political contributions Cloudflare made no political contributions in 2022, and does 
not operate a Political Action Committee.

Cloudflare participates in several trade associations and 
industry groups; however, none of those organizations 
is primarily organized for the purpose of making political 
contributions. For more information, see 102-13.

Customer privacy 103-1 Explanation of material topic 
and its Boundary

See Engineering privacy into the Internet, page 15.
See Privacy and security compliance certifications, page 16.

Privacy Policy 
Cloudflare GDPR

103-2 The management approach 
and its components

Cloudflare’s Privacy and associated policies are overseen by 
its Data Protection Officer and General Counsel.

418-1 Substantiated complaints 
concerning breaches of 
customer privacy and losses 
of customer data

Cloudflare did not receive any substantiated complaints 
concerning breaches of customer privacy and losses of 
customer data in 2022. 

Socioeconomic 
compliance

419-1 Non-compliance with laws and 
regulations in the economic or 
social area

Cloudflare is not aware of any non-compliance with laws or 
regulations in the social area.

Omission
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Topic Code Accounting Metric Category Answers

Environmental 
footprint of 
hardware 
infrastructure

TC-S1-130a.1 1) Total energy consumed, 2) percentage grid electricity, 
3) percentage renewable

Cloudflare consumed 49.5 GWh in 2021. All consumed energy 
was obtained through grid electricity. Cloudflare matched its grid 
consumed electricity with renewable energy purchases as part of 
its commitment to 100% renewable energy. Cloudflare did not sell 
any renewable energy in 2021.
Emissions Inventory 2021

TC-S1-130a.2 1) Total water withdrawn, (2) total water consumed, 
percentage of regions with High or Extremely High 
Baseline Water Stress

See GRI 303.

TC-SI-130a.3 Discussion of the integration of environmental 
considerations into strategic planning for data center 
needs

Cloudflare includes both energy efficiency and carbon intensity 
in its data center strategic planning. Cloudflare also continuously 
designs and deploys energy-efficient hardware in its data centers 
to minimize its overall energy footprint per workload. 

Data privacy 
& freedom of 
expression

TC-SI-220a.1 Description of policies and practices relating  
to behavioral advertising and user privacy

Privacy Policy 
Cloudflare Cookie Policy

TC-SI-220a.2 Number of users whose information is used for 
secondary purposes

Cloudflare only processes personal information for the purposes 
of providing the Cloudflare service, which includes ongoing 
assessment of traffic patterns, security threats, and network 
operations in order to monitor the health of and improve the 
service. 

TC-SI-220a.3 Total amount of monetary losses as a result of legal 
proceedings associated with user privacy

Cloudflare did not experience any monetary losses as the result of 
legal proceedings associated with customer privacy.

TC-SI-220a.4 1) Number of law enforcement requests for user 
information, 2) number of users whose information was 
requested, 3) percentage resulting in disclosure

Cloudflare receives requests for different kinds of data on its users 
from US and foreign governments, courts, and those involved in 
civil litigation. It provides a detailed report on these requests in the 
semiannual Transparency Report. 

Transparency Report

SASB - Technology                            
& Communications Sector 	 Software & IT Services
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Data privacy 
& freedom of 
expression 
(continued)

TC-SI-220a.5 List of countries where core products or services are 
subject to government-required monitoring, blocking, 
content filtering, or censoring

An essential part of earning and maintaining the trust of Cloudflare 
customers is being transparent about the requests Cloudflare 
receives from law enforcement and other governmental entities. 
To this end, Cloudflare publishes semiannual updates to its 
Transparency Report on the requests it has received to disclose 
information about Cloudflare customers. In addition, Cloudflare 
maintains a list of warrant canaries on its website, which list 
actions Cloudflare has never taken, and commits to exhausting 
all legal remedies in order to protect its customers from what the 
company believes are illegal or unconstitutional requests. 

Cloudflare also may receive written requests from law 
enforcement, government agencies, or foreign courts to block 
access to content based on the local law of the jurisdiction. 
Because of the significant potential impact on freedom of 
expression, Cloudflare will evaluate each content blocking request 
on a case-by-case basis, consistent with its human rights policy, 
analyzing the factual basis and legal authority for the request. 
If Cloudflare determines that the order is valid and requires 
Cloudflare action, it may limit blocking of access to the content to 
those areas where it violates local law, a practice known as “geo-
blocking.” Cloudflare will attempt to clarify and narrow overbroad 
requests when possible. Cloudflare reports on these requests in its 
semiannual Transparency Report.

Cloudflare has also received a small number of legal requests 
related to blocking or filtering content through the 1.1.1.1 Public 
DNS Resolver. Because such a block would apply globally to all 
users of the resolver, regardless of where they are located, it would 
affect end users outside of the blocking government’s jurisdiction. 
Cloudflare therefore evaluates any government requests or 
court orders to block content through a globally available public 
recursive resolver as requests or orders to block content globally. 

Given the broad extraterritorial effect, as well as the different 
global approaches to DNS-based blocking, Cloudflare has pursued 
legal remedies before complying with requests to block access 
to domains or content through the 1.1.1.1 Public DNS Resolver or 
identified alternate mechanisms to comply with relevant court 
orders. To date, Cloudflare has not blocked content through the 
1.1.1.1 Public DNS Resolver.

Transparency Report
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Data security TC-SI-230a.1 1) Number of data breaches, 2) percentage involving 
personally identifiable information (PII), 3) number of 
users affected

See GRI 418-1. 

TC-SI-230a.2 Description of approach to identifying and addressing 
data security risks, including use of third-party cyber 
security standards

Cloudflare has implemented a formal security risk program that 
adheres to industry standards such as ISO 27000, 27701, and 
27018; PCI DSS; SOC 2 Type II; and C5; and has been evaluated by 
third-party assessors against the requirements.
Cloudflare Trust Hub

Recruiting and 
managing a 
global, diverse 
& skilled 
workforce

TC-SI-330a.1 Percentage of employees that are (1) foreign nationals 
and 2) located offshore

Percentage of employees that are foreign nationals per country:
Australia: 6%
Canada: 13%
France: 8%
Germany: 20%
Japan: 18%
Netherlands: 33%
Portugal: 46%
Singapore: 48%
UAE: 100%
UK: 25%
US: 9%
India: 0%
South Korea: 0%
China: 0%
Percentage of employees located offshore: 0.03% (1 out of 3194) 

TC-SI-330a.3 Percentage of gender and racial/ethnic group 
representation for 1) management, 2) technical staff, and 
3) all other employees

Cloudflare Diversity, Equity, and Inclusion 

SASB - Technology                            
& Communications Sector 	 Software & IT Services

SASB
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Intellectual 
property 
protection & 
competitive 
behavior

TC-SI-520a.1 Total amount of monetary losses as a result of legal 
proceedings associated with anti-competitive behavior 
regulations

Cloudflare incurred no monetary losses resulting from 
anticompetitive behavior regulations.

Managing 
systemic risks 
from technology 
disruptions

TC-SI-550a.1 Number of 1) performance issues, and 2) service 
disruptions; 3) total customer downtime

Cloudflare modified its disclosure consistent with the SASB 
Standards Application Guidance. 
In June 2022, Cloudflare experienced an outage of about 1.5 
hours affecting 19 data centers following a change in network 
configuration. This caused some users to be unable to access 
Internet properties.
In October 2022, the company experienced an incident that 
affected customers using Tiered Cache for a period of almost six 
hours; affected customers reported HTTP Status Code 530 errors. 
The incident was caused by a bug in a software release. 

TC-SI-550a.2 Description of business continuity risks related to 
disruptions of operations

10-Q Filing

SASB - Technology                            
& Communications Sector 	 Software & IT Services

SASB
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Human Rights Cloudflare Action Outcome(s) 

Principle 1: Businesses should support and respect the 
protection of internationally proclaimed human rights; and

Cloudflare maintained its commitment to respecting 
human rights under the UN Guiding Principles on Business 
and Human Rights (UNGPs) in 2022. 

In addition, Cloudflare participated in numerous 
multistakeholder initiatives committed to advancing 
international human rights. 

In 2022, Cloudflare instituted mandatory human rights 
training for all employees, including its senior management 
team, regarding the company’s commitment to the UNGPs. 
Cloudflare was a full-term member of the Global Network 
Initiative (GNI) in 2022, which is committed to helping 
protect and advance freedom of expression and privacy 
online. As part of its participation, Cloudflare participated 
in regular briefings with GNI members and civil society 
experts on topical human rights issues related to the 
technology industry. 
Cloudflare also participated in the B-Tech Project 
Community of Practice, which is a working group 
operated by the UN High Commissioner on Human Rights’ 
office, that works to provide authoritative guidance and 
resources for technology companies implementing the 
UNGPs. 

Principle 2: make sure that they are not complicit in human 
rights abuses.

Cloudflare continues to develop and implement human 
rights due diligence processes across its operations, as 
well as consult with a variety of stakeholder organizations 
on topical human rights issues. 

Cloudflare continues to work toward its first 
comprehensive self-assessment of its internal human 
rights practices as required under the GNI Principles. 
Cloudflare’s assessment will be presented to the GNI 
Board of Directors. 

Principle 3: Businesses should uphold the freedom of 
association and the effective recognition of the right to 
collective bargaining; 

As part of Cloudflare’s commitment to the ILO Declaration 
on Fundamental Principles and Rights at Work, Cloudflare 
works to uphold freedom of association and the effective 
recognition of the right to collective bargaining.

As reported in Cloudflare’s 10-K filing, the company has 
not experienced any work stoppages, and believes its 
employee relations are strong. 
Cloudflare was named to Newsweek’s 100 Most Loved 
Workplaces 2022, ranking at #55. Newsweek and BPI 
surveyed more than a million employees of hundreds 
of companies, asking about job satisfaction, emotional 
connection, collaboration, and many other factors.

Principle 4: the elimination of all forms of forced and 
compulsory labor;

Cloudflare explicitly prohibits human trafficking and the 
use of involuntary labor.

All Cloudflare employees completed mandatory 
compliance training, including regarding Cloudflare’s 
prohibition on forced or compulsory labor, in 2022. 
Cloudflare’s legal compliance staff regularly reviews and 
evaluates business partners, resellers, suppliers, and 
vendors to ensure compliance with Cloudflare policies, 
including regarding forced or compulsory labor. 

Human Rights Cloudflare Action Outcomes 

Labor Cloudflare Action Outcomes 

UN

UN Ten Principles
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Human Rights Cloudflare Action Outcome(s) 

Principle 5: the effective abolition of child labor; and Cloudflare is committed to the ILO Declaration on the 
Fundamental Principles and Rights at Work, including the 
prohibition on the use of child labor in its operations or 
among its suppliers.
Human Rights Policy 
Third Party Code of Conduct

Cloudflare’s legal compliance staff regularly reviews and 
evaluates business partners, resellers, suppliers, and 
vendors to ensure compliance with Cloudflare policies, 
including regarding forced or compulsory labor. 
In 2022, all employees completed training on Cloudflare’s 
human rights policy, which includes its prohibition on child 
labor.

Principle 6: the elimination of discrimination in respect of 
employment and occupation.

Diversity, equity, and inclusion are essential to the success 
of Cloudflare. Since its founding, Cloudflare has worked 
to cultivate and maintain an inclusive workplace that 
empowers all employees to show up, as their full selves, 
and do their best work. 

All Cloudflare employees completed training on 
harassment and discrimination in 2022. 
In June, Cloudflare held a companywide week on 
antiracism training and education, including allyship 
workshops, training on unconscious bias, training on 
recognizing and responding to signs of distress and 
cultural considerations, and healing circles for Black 
Cloudflare employees. Cloudflare also provides additional 
antiracism resources like racial equity training.
Cloudflare managers are provided access to additional 
training courses on antiracism allyship, inclusive people 
management, and inclusive interviewing. 
To help improve transparency and accountability 
associated with its ongoing efforts to improve diversity, 
Cloudflare published its employee diversity data in 2022. 
In 2022, Cloudflare implemented a new Third Party Code 
of Conduct that requires all suppliers to have clear policies 
and enforcement of anti-discrimination and harassment.

Principle 7: Businesses should support a precautionary 
approach to environmental challenges;
 
Principle 8: undertake initiatives to promote greater 
environmental responsibility; and

Cloudflare is committed to: 
• Powering its network with 100% renewable energy. 
• Removing or offsetting all historical emissions resulting     
   from powering Cloudflare’s network by 2025.

In 2022, Cloudflare published its CY2021 emissions 
inventory disclosing its Scope 1 and Scope 2 emissions. 
In 2022, Cloudflare purchased 49.5 GWh of renewable 
energy to account for its global energy use. 
Cloudflare reported zero market-based Scope 1 and Scope 
2 emissions in 2021. Cloudflare published its second 
greenhouse gas (GHG) emissions inventory in 2022, 
which was prepared consistent with the Greenhouse Gas 
Protocol and was independently verified.

Principle 9: encourage the development and diffusion of 
environmentally friendly technologies.

Cloudflare is developing environmentally friendly 
technologies by helping our customers use the power of 
Cloudflare’s network to leverage better climate outcomes.
See Emissions @ Cloudflare, page 31.

Labor (continued) Cloudflare Action Outcomes 

Environmental Cloudflare Action Outcomes 

UN
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Anti-Corruption Cloudflare Action Outcome(s) 

Principle 10: Businesses should work against corruption in 
all its forms, including extortion and bribery. 

Cloudflare’s policy against bribery and corruption is 
reflected in its Code of Business Conduct and Ethics, as 
well as its internal-facing Anti-Bribery and Corruption 
Policy and employee handbook. 
Cloudflare conducts a thorough screening of each 
supplier, reseller, and partner at onboarding and with real-
time monitoring, to ensure that it is not partnering with 
companies that pose a high risk of corruption.

Cloudflare is committed to conducting its business with 
integrity, as well as partnering with companies that share 
its same values against corruption. 
In 2022, all employees completed training on bribery and 
corruption at onboarding, and as part of annual training 
and certification. 
In 2022, Cloudflare implemented a new, robust Third Party 
Code of Conduct, which includes its commitment against 
corruption. x

Support for US Historically Black College and Universities 
(HBCU) technology competition.

In 2022, Cloudflare supported the HBCU Smart Cities 
program, which partners student participants with city 
officials from historically Black cities and towns to help 
solve public policy challenges. Cloudflare was proud 
to offer free access to its products, provide mentors to 
student teams, and participate in a town hall event.

Commitments to gender equality and pay equity. Cloudflare signed several diversity charters to improve 
accountability for its gender equality and pay equity 
efforts, including the EU Charter and UK Tech Talent 
Charter. Cloudflare has also committed to the German 
Diversity Charter.

Commitment to 100% renewable energy. Cloudflare matched its 2021 energy use with 100% 
renewable energy purchases.
Cloudflare’s corporate headquarters in San Francisco, 
California, is powered by 100% Green-e Energy certified 
renewable energy, provided through CleanPowerSF’s 
SuperGreen service.
 

Anti-Corruption Cloudflare Action Outcomes 

SDG 7. Affordable and Clean Energy

Cloudflare Initiative Key SDG Subtarget Outcomes 

UN

SDG 5. Gender Equality

Cloudflare Initiative Key SDG Subtarget Outcomes 

SDG 4. Quality Education

Cloudflare Initiative Key SDG Subtarget Outcomes 

UN Sustainable Development Goals
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Anti-Corruption Cloudflare Action Outcome(s) 

Helping underserved communities expand access to the 
Internet for free.

Target 9.c - Significantly increase access to information 
and communications technology and strive to provide 
universal and affordable access to the Internet in least 
developed countries by 2020.

In 2022, Cloudflare expanded Project Pangea to include 
community networks without their own dedicated IP 
space. Project Pangea helps locally built, community 
networks to connect to the global Internet through the 
Cloudflare network for free.

Cloudflare was proud to join the newly created 
Montgomery, Alabama, Internet Exchange (MGMix), 
which has significantly improved Internet speed and 
performance in a historically underserved area. 

Cloudflare published its second comprehensive 
greenhouse gas emissions inventory report. 
Commitment to mitigate Cloudflare’s historical carbon 
emissions footprint. 

In 2022, Cloudflare published its second emissions 
inventory, which documents the company’s 2021 Scope 1 
and Scope 2 emissions, consistent with the GHG Protocol, 
and was verified by an independent third-party reviewer. 
Cloudflare is also committed to offsetting or removing all 
historical emissions associated with powering its network 
by 2025. In 2022, Cloudflare purchased its first set of 
offsets as part of that commitment, which included 6,060 
MT CO2e in offsets as part of the REDD+ project in the 
state of Para, Brazil. 
In 2022, Cloudflare supported the planting of an additional 
20,000 trees as part of reforestation projects in Mexico 
and Portugal through its partner One Tree Planted.

SDG 9. Industry, Innovation and Infrastructure

Cloudflare Initiative Key SDG Subtarget Outcomes 

SDG 13. Climate Action

Cloudflare Initiative Key SDG Subtarget Outcomes 

UN
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Anti-Corruption Cloudflare Action Outcome(s) 

Creating more sustainable workplaces by reducing the 
use of plastics and leveraging recycled materials in 
construction. 

In 2022, Cloudflare renovated its corporate headquarters 
in San Francisco and its London office, and included a 
number of sustainable products designed to support life 
below water, including: 
• Selecting carpet tile flooring made with 100% recycled     
   content nylon, including post-consumer nylon from    
   discarded fishing nets. In addition, profits from that  
   supplier are reinvested in ocean and beach restoration. 
• Installing a 500-gallon rainwater harvesting system that  
   provides water for plants inside the building. 
• Installing sound baffles made from post-consumer  
   plastic beverage bottles instead of new synthetic fibers. 
• Significantly reducing or eliminating single-use plastics  
   like bottled beverages and individually wrapped food  
   items. 

Offsetting our historical emissions and mitigating the 
carbon impact of malicious bots online by supporting tree 
planting projects. 

Target 15.1 - By 2020, ensure the conservation, restoration 
and sustainable use of terrestrial and inland freshwater 
ecosystems and their services, in particular forests, 
wetlands, mountains and drylands, in line with obligations 
under international agreements. 
Target 15.2 - By 2020, promote the implementation of 
sustainable management of all types of forests, halt 
deforestation, restore degraded forests and substantially 
increase afforestation and reforestation globally.

In 2022, Cloudflare purchased its first set of offsets as 
part of its commitment, which included 6,060 MT CO2e in 
offsets as part of the REDD+ project in the state of Para, 
Brazil. 
In 2022, Cloudflare supported the planting of an additional 
20,000 trees as part of reforestation projects in Mexico 
and Portugal through its partner One Tree Planted.

SDG 14. Life Below Water 

Cloudflare Initiative Key SDG Subtarget Outcomes 

SDG 15. Life on Land

Cloudflare Initiative Key SDG Subtarget Outcomes 

UN
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Anti-Corruption Cloudflare Action Outcome(s) 

Free Cloudflare services, including protection from 
distributed denial-of-service (DDoS) and other cyber 
attacks, for journalists, artists, humanitarian organizations, 
and civil society groups. 

Target 16.10 - Ensure public access to information and 
protect fundamental freedoms, in accordance with 
national legislation and international agreements. 
Target 16.3 - Promote the rule of law at the national  
and international levels and ensure equal access to  
justice for all.
Target 16.6 - Develop effective, accountable and 
transparent institutions at all levels. 
Target 16.7 - Ensure responsive, inclusive, participatory 
and representative decision-making at all levels.

As of November 2022, 2,150 civil society organizations in 
100+ countries were receiving free cyber security services 
through Cloudflare’s Project Galileo. 
Cloudflare partners with 50 civil society organizations 
to review and approve websites included in the Galileo 
program. 
In 2022, Cloudflare expanded Project Galileo by making 
its Zero Trust security products available to program 
participants.

Protecting state and local governments with free 
protection and reliability services to ensure constituents 
have access to election information and voter registration 
online. 

In 2022, Cloudflare’s Athenian Project protected 366 
state and local government web domains that provide 
information on voter registration, polling places, and final 
election results in 31 US states.
In 2022, Cloudflare expanded the Athenian Project by 
making its Zero Trust security products available to all 
program participants. 

Protecting candidates in democratic elections from cyber 
attacks. 

Through a partnership with Defending Digital Campaigns, 
Cloudflare protected 56 House campaigns, 15 political 
parties, and 34 Senate campaigns during the 2022 
US midterm elections via the program Cloudflare for 
Campaigns. 

Internet shutdown monitoring and alerts to support human 
rights defenders.

Cloudflare Radar, a free tool that highlights timely insights, 
threats, and trends, makes it possible for anyone to see 
the inner workings of the Internet. For example, individual 
users and nonprofits use Radar to track outages and gain 
visibility into attacks and traffic trends. Radar is powered 
by aggregated data from the Cloudflare network as well as 
the 1.1.1.1 public DNS resolver.
In 2022, Cloudflare launched Cloudflare Radar 2.0. This 
upgrade provides a new user experience for uncovering 
insights, more types of data, and improved access to that 
data. 
Radar 2.0 also introduced the Cloudflare Radar Outage 
Center (CROC), which is an archive for large-scale Internet 
outages. With an application programming interface 
(API), civil society groups, journalists, and other impacted 
parties can integrate Cloudflare outage data with their 
own tools and systems.

Protecting critical infrastructure through  
Project Safekeeping

In 2022, Cloudflare launched Project Safekeeping, which 
will allow local and municipal critical infrastructure 
providers in Australia, Germany, Japan, Portugal, and  
the United Kingdom to access Cloudflare’s Zero Trust  
security suite for free. 

SDG 16. Peace, Justice and Strong Institutions

Cloudflare Initiative Key SDG Subtarget Outcomes 

UN
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ESG Appendix

For more information, please visit cloudflare.com/impact.

http://cloudflare.com/impact

