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Framework overview
This paper examines how Cloudflare helps ASEAN public 
sector organizations accelerate AI adoption while maintaining 
data control, regulatory compliance, and defense against 
evolving threats, moving beyond legacy perimeter security 
to address Zero Trust blind spots and the expanding attack 
surface of AI-powered services.

Digital sovereignty means maintaining operational control 
over data processing, ensuring regulatory compliance, 
and preserving independent technology choices without 
vendor lock-in. The framework positions infrastructure that’s 
AI-ready, prepared for post-quantum cryptography, and 
regulatory-compliant by design.

Cloudflare’s role varies across implementations. In Singapore, 
we participate in CSA’s advisory council for DDoS mitigation 
guidelines and provide Zero Trust for GovTech Singapore’s 
10,000+ developers. In Indonesia, we secure GovTech 
Procurement’s (under the Ministry of Communication and 
Digital Affairs) 600+ government websites. In Malaysia, we 

provide connectivity for PayNet’s national payment gateway 
processing millions of daily transactions.

These implementations represent fundamentally different 
operational contexts, from Singapore’s mature cybersecurity 
ecosystem to Indonesia’s evolving regulatory landscape. 
Cloud-first policies contrast with data localization 
requirements, and financial infrastructure priorities differ 
from procurement platform security.

Cloudflare’s approach reveals consistent patterns organized 
around four pillars: Connectivity Cloud, Application 
Security, Supply Chain Protection, and Future-Readiness. 
This framework addresses complementary dimensions in 
parallel, adapting infrastructure, security, and workflows to 
each organization’s context. 

The following sections examine how Cloudflare applies 
this framework and the technical approaches that enabled 
agencies to balance innovation with security at scale.

Introduction
Digital resilience has become a core governance responsibility 
across Southeast Asia. The region is now a global cyber 
threat hotspot. Indonesia and Singapore rank among the top 
targets and contributors to global DDoS traffic, while 90% of 
ASEAN CISOs expect AI to increase attack complexity. The 
challenge is to build resilience while pursuing AI innovation.

Operational challenges, however, coincide with divergent 
national agendas. Singapore is advancing its mature 
cloud-first policies, while Malaysia focuses on modernizing 
critical financial infrastructure and Thailand accelerates 
e-governance capabilities. While these frameworks differ 
markedly in maturity and focus, they share a common 
destination. To successfully adopt AI and the economic 
growth it promises, every organization must first secure the 
digital foundations these initiatives are building.

The tension lies in the execution: how do agencies innovate 
at the speed of AI while maintaining digital sovereignty 
and addressing sophisticated threats? The scale of the 
risk is significant. The majority of organizations experience 
active security compromises during digital transformation, 
and attack speeds now exceed the capabilities of manual 
response.

API attacks represent the fastest-growing threat from rapidly 
deployed AI services. Despite distinct frameworks, certain 
patterns transcend boundaries: contractor-heavy workforces, 
multi-cloud complexity, Zero Trust security gaps, and the 
need to defend infrastructure while enabling innovation.

68%
of APAC organizations 
experienced cyber 
incidents in 2024

2/3
of application-layer 
attacks were DDoS 
attacks

358%
and 198% QoQ 
increase in DDoS 
attacks (Q1 2025)

88%
of DDoS attacks 
end in under 
10 minutes

YoY

Source: 
Navigating the New Security Landscape: Asia Pacific Cybersecurity Readiness Survey 2024
Cloudflare’s 2025 Q1 DDoS Threat Report
Cloudflare’s 2025 Q2 DDoS Threat Report
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Connectivity cloud as the foundation
for protected and scalable infrastructure

As agencies modernize public services and migrate to multi-cloud environments, operational complexity increases 
exponentially. Critical applications, from national payment gateways to citizen portals, often rely on a fragmented mix of legacy 
on-premise hardware and modern cloud infrastructure. This fragmentation creates operational blind spots where performance 
issues and security gaps can go undetected until they impact service delivery. For ASEAN public sector leaders, the challenge 
is no longer just about “going digital”, but ensuring that these digital services can withstand massive demand surges and 
sophisticated attacks without downtime. Reliance on traditional hub-and-spoke network architectures often introduces latency 
and points of failure that are unacceptable for national-scale services where citizens expect instant, reliable access.

The threat landscape

Pillar 1

Rather than integrating multiple point solutions, successful 
implementations have converged on Cloudflare’s 
connectivity cloud:

•	 Unified visibility across all environments and clouds from 
one operational interface.

•	 Programmable infrastructure through comprehensive APIs 
enabling customized policy enforcement aligned to national 
regulatory requirements.

•	 Performance at scale to handle massive transaction 
volumes essential for AI workloads without degradation.

•	 Architectural resilience through Anycast networking 
maintaining service availability during attacks or 
infrastructure disruptions.

Cloudflare’s approach

“We have a small security 
team, and our engineers need 
to spend their time on product 
development. Cloudflare 
has the security expertise to 
maintain firewall rules that 
are much more current and 
comprehensive than what we 
could have come up with.”

Kenny Tse
Head of Information
Technology Security

Malaysia’s digital economy strategy emphasizes financial inclusion and digital 
payment adoption, with PayNet operating the infrastructure that underpins 
economic activity nationwide. PayNet manages Malaysia’s core payment systems, 
processing millions of transactions daily with zero tolerance for performance 
degradation or service disruption.

Built on Cloudflare’s connectivity cloud, PayNet’s infrastructure scales automatically 
without manual intervention during these events. Anycast architecture maintains 
continuous operation by routing traffic optimally across geographically distributed 
infrastructure, ensuring services remain available even during localized disruptions 
or attacks. During peak periods, the platform handles traffic surges seamlessly 
while maintaining the consistent performance that financial transactions demand.

This deployment demonstrates the operational stability required for mission-critical 
workloads, the same foundation that AI services and next-generation applications 
increasingly depend on. As agencies across ASEAN accelerate AI adoption, they 
require infrastructure that delivers PayNet’s combination of performance, resilience, 
and automated scalability.

How Malaysia’s PayNet built mission-critical 
payment infrastructure
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•	 Automated threat detection and mitigation against 
unpredictable attack vectors, including novel exploits that 
bypass signature-based defenses.

•	 AI-powered bot management that distinguishes 
sophisticated automated traffic from legitimate citizen 
interactions without impacting user experience.

•	 Centralized protection across hundreds or thousands 
of endpoints from one management platform, eliminating 
operational complexity.

•	 Standards alignment with regional frameworks, particularly 
Singapore CSA’s national DDoS mitigation guidelines.

Protecting mission-critical services 
with Application Security

ASEAN’s position as a global DDoS hotspot creates unique defensive requirements. Novel attack vectors emerge regularly, 
often bypassing traditional signature-based defenses. The sheer speed of these modern attacks renders manual response 
insufficient; security teams simply cannot react fast enough to mitigate damage before it occurs. Simultaneously, API 
attacks represent the fastest-growing threat category as agencies deploy new AI workloads. Traditional perimeter defenses 
often fail to address these API-specific vulnerabilities, leaving critical data exposed. This complexity is compounded by the 
fragmented nature of legacy security tools, which are increasingly overwhelmed by coordinated attacks targeting government 
infrastructure across the region.

The threat landscape

Pillar 2

Cloudflare implements AI-powered Application Security that 
operates autonomously at machine speed:

Cloudflare’s approach

Indonesia’s digital transformation spans the world’s largest archipelago, creating 
unique security requirements at unprecedented scale. Collaborating with 
Indonesian National Public Procurement Agency (LKPP), GovTech Procurement 
manages the digital backbone for government procurement nationwide, 600+ 
websites serving millions of citizens, vendors, and procurement officials.

The platform faces persistent threats: frequent DDoS attacks during critical 
procurement periods, sophisticated bot campaigns burdening origin servers, and 
spoofed IP addresses attempting unauthorized access. Protecting 600+ regional 
websites with legacy technologies had become unsustainable, requiring separate 
configuration, monitoring, and incident response for each site.

Built on Cloudflare’s application security platform, GovTech Procurement eliminated 
this complexity through centralized protection. Using managed WAF rulesets and 
advanced rate limiting, the platform blocks bots and DDoS attacks while protecting 
applications and APIs. The unified interface identifies attack patterns across all 
600+ sites simultaneously, enabling coordinated defense that distributed tools 
couldn’t achieve, demonstrating that centralized security architectures scale 
effectively for geographically distributed infrastructure as ASEAN agencies pursue 
digital transformation.

How Indonesia’s GovTech procurement protects 
600+ websites

“Cloudflare allows us to provide 
our tenant websites with the 
same high-level services that 
secure our primary domains. 
That includes accelerating 
performance and providing 
uniform security protection 
across all our domains. They 
streamline and simplify what 
used to be a complex, time-
consuming process.”

Andreas Cendranata
Infrastructure & Security Lead, 
GovTech Procurement
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Securing unmanaged devices 
without compromising productivity

Digital services are increasingly built by distributed teams using unmanaged devices, a standard for ASEAN’s contractor-heavy 
workforces. This creates supply chain vulnerabilities where traditional VPNs create bottlenecks and fail to verify device security 
posture. AI adoption adds two critical risk frontiers. Human-to-AI interactions require inspecting user intent to prevent sensitive 
data leakage in prompts, rather than just blocking tools. Simultaneously, Agentic AI creates “machine-to-machine” risks. As 
autonomous agents begin to interact directly with one another, operating beyond the scope of traditional user-centric VPNs, 
agencies face the critical challenge of securing agent-to-agent data flows and enforcing strict governance over exactly which 
resources these non-human actors can access.

The threat landscape

Pillar 3

Cloudflare’s Zero Trust platform secures the entire innovation 
pipeline without VPN complexity or infrastructure replacement:

Cloudflare’s approach

•	 Universal verification of every user and device before 
access, regardless of employment status or device 
ownership, checking identity, device health, and contextual 
factors for each request.

•	 Secure contractor access on unmanaged devices without 
VPN bottlenecks or performance degradation, enabling 
distributed teams to work efficiently.

•	 Shadow AI mitigation through controlled access to 
development resources and visibility into unauthorized tool 
usage, preventing sensitive data exposure.

•	 Phased implementation that doesn’t disrupt existing 
workflows or require wholesale infrastructure replacement.

How GovTech Singapore secures 10,000+ developers and contractors
GovTech Singapore manages the technology backbone 
for Singapore’s government operations, overseeing digital 
services that millions of citizens depend on daily. Their 
challenge: securing 10,000+ developers and contractors, 
many working on unmanaged personal devices accessing 
the Government Commercial Cloud where sensitive 
government applications and data reside. Traditional 
VPN approaches created bottlenecks during peak hours, 
degraded remote worker performance, and failed to verify 
device security posture.

GovTech’s SEED (Secure Email and Endpoint Devices) 
initiative implemented Cloudflare’s Zero Trust platform. 
Every access request undergoes continuous verification, 

checking user identity through multi-factor authentication, 
evaluating device health, and assessing contextual factors 
like location and access patterns without requiring VPN 
connections or specialized software. The phased rollout 
started with high-risk applications and expanded gradually, 
allowing development teams to work without interruption 
while security improved incrementally.

Today, 10,000+ developers and contractors access the 
Government Commercial Cloud securely, regardless of 
employment status, device ownership, or work location. 
providing a model for ASEAN agencies with contractor-heavy 
workforce models and demonstrating that Zero Trust scales 
effectively across distributed, mixed employment teams.

30%
of breaches now involve 
third-parties

54%
enterprises cite third-party risk 
management is top challenge
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Future-proofing infrastructure
against quantum threats and new regulations

Infrastructure decisions made today determine an agency’s ability to respond to tomorrow’s threats. Quantum computing 
represents the most significant emerging risk: quantum computers will break current encryption standards, making today’s 
secure communications vulnerable to future decryption. Adversaries are stockpiling encrypted data for future quantum-
enabled decryption. ASEAN regulatory bodies have begun addressing quantum readiness, yet waiting until quantum-safe 
encryption becomes mandatory risks costly retrofits and service disruptions. The National Institute of Standards and 
Technology (NIST) predicts it could take decades to transition vulnerable systems without proactive implementation planning.

The threat landscape

Pillar 4

How Singapore’s CSA establishes regional DDoS defense standards

Cloudflare addresses future threats through proactive 
implementation of quantum-safe technologies and 
participation in regional standards development:

Cloudflare’s approach

•	 Post-quantum cryptography deployment ahead of 
regulatory requirements, protecting against “harvest now, 
decrypt later” threats while avoiding future retrofit costs.

•	 Automated compliance evidence collection capturing 
security logs, access records, and audit trails for regulatory 
reporting.

•	 Active standards participation through involvement in 
shaping regional security frameworks, contributing to 
guidelines as they develop.

•	 Adaptable architecture that responds to emerging 
requirements without service disruption.

Singapore’s Cyber Security Agency (CSA) established an 
advisory council to develop authoritative DDoS mitigation 
guidelines for the region. With Indonesia and Singapore 
ranking among the top targets for global traffic, ASEAN 
needed proven frameworks validated through production 
deployments.

Cloudflare’s participation contributed insights from 
defending millions of websites globally, helping to structure 
guidelines around the NIST Cybersecurity Framework. 
However, the significance of this initiative extends 
beyond DDoS. It establishes a critical model for adaptive 

governance, the ability for regulators and industry leaders to 
rapidly codify defenses against emerging threats.

This partnership model establishes the essential groundwork 
for the region’s next major transition: Post-Quantum 
Cryptography. Just as CSA and Cloudflare collaborated 
to address novel vectors like HTTP/2 Rapid Reset, this 
established dialogue paves the way for the rapid adoption of 
quantum-safe standards. By building this regulatory agility 
now, Singapore ensures its critical infrastructure is not just 
resilient to today’s attacks, but operationally ready to pivot to 
PQC the moment new standards are finalized.

40%
of HTTPS traffic to Cloudflare benefits 
from quantum-resistant protection

10-15
years until quantum computers can 
break traditional cryptography
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Next steps
As agencies across ASEAN accelerate AI adoption, the architectural patterns examined in 
this paper offer a proven starting point: unified platforms, automated defense, Zero Trust 
verification, and proactive future-readiness.

Begin by evaluating where your infrastructure creates friction. Are distributed security 
tools overwhelming operations? Do contractor access policies create bottlenecks? Is your 
encryption ready for quantum threats? 

Cloudflare’s unified architecture addresses these directly: consolidating fragmented 
tools, enabling Zero Trust without VPN bottlenecks, and implementing post-quantum 
cryptography at the network level. Your organizations can tunnel traffic through quantum-
safe connections for immediate protection against harvest-now-decrypt-later attacks as 
NIST’s 2030 deadline approaches.

We’re already working with government agencies and service providers across ASEAN to 
establish this foundation, balancing AI innovation with security, sovereignty, and regulatory 
compliance. The question for your agency is how quickly you can begin.

We can help you adapt these proven patterns to your specific 
operational and regulatory context. For more information, 
click here or contact us at apac_consulting@cloudflare.com 
to schedule a consultation.

Connect with our team



This document is for informational purposes only and is the property of Cloudflare.
This document does not create any commitments or assurances from Cloudflare or its 
affiliates to you. You are responsible for making your own independent assessment of the 
information in this document. The information in this document is subject to change and 
does not purport to be all inclusive or to contain all the information that you may need. 
The responsibilities and liabilities of Cloudflare to its customers are controlled by separate 
agreements, and this document is not part of, nor does it modify, any agreement between 
Cloudflare and its customers. Cloudflare services are provided “as is” without warranties, 
representations, or conditions of any kind, whether express or implied. 

© 2025 Cloudflare, Inc. All rights reserved. CLOUDFLARE® and the Cloudflare logo 
are trademarks of Cloudflare. All other company and product names and logos may be 
trademarks of the respective companies with which they are associated.

1 888 99 FLARE | enterprise@cloudflare.com | Cloudflare.com REV:BDES-8625.2025DEC22


