B3OP NPEOJIATAEMbIX PELLEHWI

é CLOUDFLARE

KoHconungupyute, ynpowjanTte
U MO, epPHN3NPYNTE CBOU
TeXHONOrM4YeCcKnmn cTek

CokpalleHne COBOKYMHOW CTOMMOCTUW BnageHus
TEXHONIOMNMYECKNMU MHBECTULNAMM Ha 50 % 1 yCKopeHune
unppoBon MogepHU3aLLUA

YpeneHue npuoputeTa MoaepHU3aLum

Mpu co6nopeHnn 6anaHca Mexay MHHOBaLUAMU
1 3¢ PEeKTUBHOCTbIO

B ycnoBusix pocTa yganeHHon paboTbl, BbIYUCIEHUI Yyepes
obuwenoctynHoe 06n1ako, AOCTaBKM NPUIIoXeHnn SaasS n
rMOpUAHbBIX NHPPACTPYKTYP HEOBXOAUMOCTb MOAEPHMN3ALNM
CNoco60B MNOAKIIOYEHMSA, 3aLLNThI U MOCTPOEHNS BU3Heca
HUKOrAa elle He 6bina TakKoW 3HaUYUTENbHON.

B 10 Xe BpemMsA aKOHOMUYecCKasa HeonpeeneHHOCTb U

OrpaHNYeHHOCTb PecypcoB NPUBOSAT K cokpalleHuo NT- CnoXXHOCTb 1 3aTpaTbl NPUBOAAT K NpoBany

BIOAKETOB M YMEHbLIEHMIO YACTIEHHOCTU KOMaH[, BbIHYXAas UMDPOBbIX MHULNATME
nx aenatb 6onblue NPy MeHbLIKX pecypcax. MproputeT
OTAAETCA NOAXOAAM «KOHCONMAALMS NPEXAE BCero, B yCNOBUAX POCTa CMIOXHOCTW W 3aTpaT OpraHn3aLumn He

NO3BONSIOLLAM CHUSUTD CROKHOCTb 1 CTOMMOCTS B COCTOSIHUW B MOMHOM Mepe peann3osaTh NoTeHLMan

v 0,
TEXHONOTMYECKOro CTeka 6e3 yliep6a ans 6esonacHocTvt uay  WIGPOBOM MoaepHisaL . bonee 50 % UNGDOBEIX MHMUMATAB 50 % UMOPOBbIX MHAUNATIB He
OMPaBAbIBAIOT OXUAAHUI PyKOBOACTBA. CHOXHOCTb

TEXHOMOrMYECKOro CTeka (T. e. MHOrOTOYeUHbIE PeLLeHNS,
OrpaHnyYeHHbIe BO3MOXHOCTU MOHUTOPMHIA B MHOFOOBIauHbIX
pa3BepPTLIBAHUSX, 3aMyTaHHbIE apXUTEKTYPbI) NPUBOANT

K KOMIPOMUCCY MeX Ay 6e30MacHOCTbIO

W1 NPON3BOAUTENBHOCTBIO, YBENNUYMBAET COBOKYMHYHO

K ByAywwmMM Tpe6oBaHNAM. CTOMMOCTb BMafeHUs U OrpaH1IMBaeT NoTeHLMan no6on
VHULMATUBbI MO LdPOBOI MOLEPHU3ALIMMN.

npon3BoanNTENbHOCTW.

Pykosogutenu no UT XoTAT 6bITb YBEPEHHBIMU B TOM,
YTO MX MHULMATUBBI NO LNGPOBON MoAepHM3auumn byayT
yCneLwHbIMK, U YTO OHU CMOTYT afanTUPOBaTbCsA

KakoBbl ocCHOBHble Npo6nembl gna UT-oTaenos n cnyxo6 6esonacHocTu?

CornacHo HegaBgHeMy nccnegoBaHuto Forrester, noutn 40 % pecrnoHAEHTOB, NPUHMMAOLWNX peLlennsa B obnactu UT
1 6e30NacHOCTN BO BCEM MUPE, CUUTAIOT, YTO UX OpraHmn3aL MM NOTEPANN KOHTPOSb Hag, CBOeN LLMbPOBOM Cpenon ns-3a
pacTyLLeln CNOXHOCTM, MOCKOJbKY OHM CTaNKMBaKOTCA CO CNefyoWMMN Cepbe3HbIMU Npobnemamum:

48 % § 44 % § 43 % § 44 %)

MNMosABneHne HOBbIX TUMOB TpyAHOCTM C NOAAEPXKKON MocToAHHO YBenuyeHue nnowagm
nosib3oBaTenen un pactyuiee NN NOBbILEHNEM yXecTovyarowmecs NOBEPXHOCTM aTak
yuncno nonb3oBartenen, apdpekTnBHOCTM UT-0TAENOB HOpMaTMBHble TpeboBaHumA
HY X atOLLMXCHA B MOAAEPXKKE n cny>6 6esonacHocTn

Basa: 449 NPUHUMAIOLMX PELLEHINs PYKOBOAUTENEN Ha YPOBHE AMPEKTOPOB U BbiLUE, KOTOPbIE BAWSIOT Ha BbIGOP KOPMOPATUBHbIX PELUEHU B CBOWUX OPraHWU3aLuUsaX UAn HanpassioT 1x
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OCHOBHbIe NpuopuUTETbI
Mo epHU3aumu

KoMnaHuAM Hy>XeH 3pPeKTUBHbIA, SKOHOMUYECKM BbIrO4HbIN
CTEK TEXHOOMNN, YCKOPALWMA nx paboTy cenyac u B byayLiem.
310 nobyxpaet pykosogutenen no UT yaenatb NpuoputeTHoe
BHVMMaHWe MoAepHM3aLUN CBOUX OCHOBHbIX CUCTEM U
ycTapeBLUen apXMTeKTYypbl C UCMONb30BaHNEM connectivity
cloud.

KoHconupauus v ynpolieHue

88 % pykosoauTenei no UT' yxxe KoHcoNuaupyoT

N ONTUMU3MPYIOT CBOM TEXHONOrMYeCKuUin cTek. Ho ana

MHOIMX UHCTPYMEHTbI, KOTOPblE€ OHU UCMOSb3YHOT AR TOro,
4YTOBbI CNPaBUTLCA CO CIIOXHOCTbIO, YAaCTO TOJSIbKO YCyryonstoT
ee. CylecTBytoLMe peLleHna obecrneynBatoT NuLlb
OONONHUTENbHbIE NPEeMMYLLeCcTBa KOHCONNAaumm, 3a4acTyo
TOJSIbKO AN OQHOrO Ciyyas UCNONb30BaHNSA, U CO BPEMEHEM

B KOHEYHOM UTOre N1Lb YyCYrybnsatoT CNOXHOCTb M POCT 3aTpar.
YacTo cylecTByeT paspbiB MeXAY TEM, UTO MOXET
peanusoBaTb TEXHOMOMMYECKUI CTEK, Y TEM, YTO OH AOKEH
ocyuecTBNATb. bnarogaps connectivity cloud pykosogutenu
no NT MOryT KOHCONMANPOBAaTb U YNPOCTUTb CBOM
TEXHOSIOMMYECKUNI CTEK N J0BUTLCA 6OMNbLUEr0o CHUXEHMA
3aTpaT — MOZepHU3NpoBaTb NHGPACTPYKTYpPY, YAAIUTb
TOYEUHble peLleHnsa U nHTerpuposaTtb MT-obnactn, 6e3
KOMMPOMUWCCOB B NPON3BOAUTENBHOCTU 1 6€30MacHOCTH.

MopepHusauua ceten

B TOM, 4TO KacaeTcs ceTeBbIX TEXHOMOMMI, crneunanncTbl No
UT 3aHMMatoTCca obecrneyeHnemM NOCTOSAHHbIX, HAAEXHbIX YCNyr,
KOTOpble MPOTUBOCTOAT NSMEHEHUSM B Cpefe — TaMm, rae
HafeXHoe 0bcnyXuBaHne ABNAETCH OCHOBHbLIM YCIIOBUEM
NPOEKTUPOBaHNSA, a TMBKOCTb ANA NOAAEPXKKM BbICTPbLIX
N3MeHeHUn — HeT. YTobbl oBUTbCA TMOKOCTH, CeTb A0MKHa
nogaepXumnBatb CNOCOBHOCTb OCYLECTBAATb ObiCTpble
n3meHeHunsa. Obnako connectivity cloud NOCTPOEHO Ha OCHOBEe
drnocodpum UCrnosib3oBaHUsA KOMMOHYEMOW MPorpaMMmpyemMon
apXUTeKTYpbl AN8 NPefoCcTaBeHUsa ceTeBbIX YCAYyr U ycnyr
6e3onacHoOCTM nonb3oBaTeNsaM, a Takxxe obnayHo-
OPUEHTUPOBAHHON BU3HEC-UHOPACTPYKTYPE N NPUNOXKEHNAM.
B pesynbTaTe pykoBogutenu no VT MoryT yooBNeTBOPUTb

Kak Tekylimne, Tak n byayuine notpebHocTy ntoboro atana
MoJepHU3auum, nogknoyasn nonb3osaTtenen n odbuchl

K NPUNIOXEHNsM 1 pabounM Harpyskam 13 noboro mecTa

B Ntoboe MecTo.
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MogpgepHu3saumua kubepbesonacHoCcTU

Mo Mepe TOro Kak opraHvsaumm Bce 6onblue nonararoTca

Ha pacnpegeneHHyto UT-uHGpacTpyKTypy v BHEAPAOT
pacnpegeneHHy/rnbpungHyto paboTty, CNOXHOCTb obecneyeHuns
6e3onacHoCTN BM3Heca NpofonXaeT pacTu. TpaauLMOHHbIEe
crnocobbl 06beAMHEHNS Pa3PO3HEHHbIX MHCTPYMEHTOB
6e30nacHOCTM 6onbLle He MOTYT 3aLUTUTL OT COBPEMEHHbIX
kubepaTtak. na obecneyeHns 6€30NacHOCTU COBPEMEHHOIO
pacrnpefeneHHoro npeanpusaTmus pykosoautenu no UT
ncnonb3yT connectivity cloud gns obecneyeHns 3almweHHOro
00CTyna K CBOUM COTpYAHMKaM B BEG- 1 MyNbTUOBNaUYHbIX
cpefax, 0GHOBPEMEHHO 3alumLLan OT COXHbIX Knbepyrpos,
npefoxpaHsas KoHbnaeHunanbHble faHHble 1 ynpoLlas
onepayuu.

MopepHu3auusa NpUNoXXeHuin

MHUumatmnebl N0 MOAEpHU3aLUM MPUNOXEHUA 06YCOBIEHbI
HeobX0AMMOCTbIO NPefoCcTaBeHNs pacnpefeneHHbIM
nosib30BaTesIAM MNePCOHaNN3NPOBaHHbIX BO3MOXHOCTEN
COBMeCTHOW paboTbl B peXnme peanbHOro BpeMeHu.
PykosoguTenu no UT ncnonbaytoT connectivity cloud ans
[06aBfeHnst HOBbIX 3/IEMEHTOB B CYLLECTBYIOLME NPUSTOXEHWS,
MOZEePHN3aLUN YCTapeBLUNX NPUNOXEHUA NN CO34aHUA HOBbIX
COBPEMEHHbIX NPUNoXeHUA. OHN MOTyT BOCCTaHOBUTb KOHTPOIb
Hapg, CNOXHOW NHOPACTPYKTYPON, pacTyLwmMMn 3aTpaTamMu Ha
NPUAOXKEHNA N MHOPACTPYKTYPY, a Takxe bbicTpee BHEAPATb
WHHOBAaLMW C NOMOLLbIO pacrpefesieHHoN cpefbl BbIUNCIEHUNA,
XPaHEeHNA N MPUNOXEHUI ANS Pa3BePTbIBAHUS NPUIOXEHU B
MacwTabe Bcen 3emnu.

Connectivity cloud o6ecneunBaer
yCneLwHy LndpoByo MOAEPHM3ALMIO.

yMeHbLUEeHME BpeMeH
pearvpoBaHus Ha MHLMOEHTbI 2

CHUXXEHME COBOKYMHOMN
CTOMMOCTW BNageHus
mHBecTuumamMm B UT n
6e30nacHocTb 2

yMeHblLIEeHWe CPOoKa BblBOJa Ha
pbiHOK (TTM [Time-to-Market])
HOBbIX MHHOBALIWN 2
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KoHconnaupyiTe, ynpouw,ante u MmogepHusupyimnte Ha 6ase Cloudflare

B Cloudflare mMbl cTpemMuMcs 6bITb CTpaTeErMYecKM NapTHEPOM, KOTOPbI MOXET OKa3aTb BaM COAENCTBME B MOLKITHOUYEHUMN,
3aLMTe UNn BbICTPanUBaHMM B 3TOM COBPEMEHHOM MUpe. B oTnnume ot apyrux noctaswmkos peweHui, Cloudflare sameHseT
MHOPACTPYKTYPY, yaanseT ToYeUHble pelueHns u uHterpupyet MT-o6nacTu B e4MHYIO MHTENNeKTyanbHyo nnathopmy
nporpaMmmMmpyemMbix 061a4HO-OPUEHTUPOBAHHBLIX CEPBUCOB A1 KOHCONMaaLmn, ynpoLeHna n MogepHu3aumm Balimx

NPUIOXEHU, CETU U CTEKOB TEXHOSI0M UM KVI6€p6e30I'IaCHOCTVI.

Cloudflare connectivity cloud

. Mnatdopma,

@ Kc y , POy WHTerpaums co
apxuTekTypa BCEMU CETAMMN

. ey
-(_)- c6op u aHanus uipopmauum, a - = 2
Q TakKXXe MHHoBauuu R ""Tep¢e“c

Mporpammupyemas rnob6anbHas cetb Cloudflare

C6op 1 aHanus
uHdopmauum 06
yrposax

UcKyccTBeHHbIN UHTeNnnekT/
MaluuHHOe obyyeHune

N
aws R e < databricks DATADOG © Google Cloud MANDIANT
[} NEON okta ORACLE Pingldentity’ @, PlanetScale s snowflake

€@ Nopkniouenne <) BbicTpauBaHue g

E3

[~

g

SASE: WANaa$, DEX, SSE SSE: ZTNA, CASB, SWG, DLP, RBI, an. noyta BeccepBepHble pelleHns: UCKYCCTBEHHbIN g
Mpunoxenus: CDN, DNS, Load Balancing Mpunoxenus: WAF/API, Bot Mgt VHTENNEKT 1 NPUNOXEHNS Ha CTOPOHE KNneHTa c
(BanaHcuposka Harpy3ku) (Ynpaenenue 6otamu), L7 DDoS v cepsepa s
CeTb: Smart Routing (YMHas MaplpyTusauus), ity ( cetu): L3-4 DDoS, 06beKT, "Knl ", BEKTOP 3
Interconnect (MexcoeanHeHus) FWaaS CMM: nzobpaxeHue, Buaeo g
o

Qo

Q

3}

BCTpoeHHbIn npokcu-cepeep » SASE/SSE « Cpeactsa uAPI « TI cepBuCbl 4na unkoB ¢ WHTerpauyus CDN-WAN-CeTb o
3

MynbTio6nako (SaaS/laaS) ¢ CooTBeTCTBUE HOPMATUBHBIM TP n Tb « AHanM3 pUCKOB e 3aluuTa AaHHBIX + 3alwTa OT yrpo3 z

=

©

(<}

(=]

=

=

®

B2 Microsoft

sumo logic

Ceptudukarbl: FedRAMP « SOC2 « C5 « PCl « ISO 27018 « GDPR

HeT HeobxoanMocTn cobnpaTb BOEAUHO «/yyllee B CBOEM Kflacce»,
nockonbky Cloudflare npegnaraet cnegyroulee:

o EAVHBIN ynpoLeHHbI MHTepdenc Ha MHTErpupoBaHHON
npoayKToBomn naatpopme 061a4HO-OPUEHTUPOBAHHBLIX CEePBUCOB

®  WUHTerpaumm co BCEMU CETAMM, KOPNopaTUBHOMN
nHdpacTpykTypoi u MUHTepHeTOM, obecneunsatoLme
BO3MOXHOCTMN 6eCKOHEeYHO MacLUTabrpyeMoro nogKoYeHus

®  KoMnoHyemas U nporpaMMupyemasi apxuTeKTypa
¢ 6e3rpaH1MyYHO COBMECTUMOCTbIO U HacTpamBaeMbIMiu
CeTeBbIMU NOAKOYEHUAMM

[ ] UHTennekTyanbHas nnat¢gopma co BCTPOEHHbIMMU

bYHKUMAMNU 6e30MacHOCTH, NPOU3BOAUTENBHOCTH,
KOHOWAEHLMANbHOCTU U COOTBETCTBUSA TPeboBaHNAM
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KoHconuaupyiTte n ynpouiaiite 60/blle BapuMaHTOB UCMOJIb30BaHUA
n pobuBanTecb 60MbLLUEro CHUXXEHUs 3aTpar

B otnnumne ot KoHKypeHToB, Cloudflare cnocobHa KOHCONMANPOBaTb U YNPOCTUTb 60JblLLE BapnaHTOB
NCNOMb30BaHMSA U AOBUTHECA BOMbLIErO CHMXEHUA 3aTpaT, eLe 60/blle CHUXKAaA CTOXXHOCTb TEXHONOrMYECKOro
cTeka. Ho ¢ 4yero HayaTb CBOM NyTb MOAEPHM3aLUN? HayHMUTE C onpeaeneHnsa CBOUX rnaBHbIX NPUOPUTETOB:

CHmKeHue obLueil ctoumocTu BnageHusa. Cos3fatoT M NOCTaBLUNKN TOYEYHbIX peLleHNn paspo3HEHHOCTb
N TEXHONOrMYyeckyto HeadPeKTUBHOCTL? YBENNUYMBAET NN KaX4oe HOBOE peLleHune 3aTpaTthbl?
KakoBa 6yaeT LeHHOCTb COKpaLLeHNsa pydYHOMN paboTbl AN 06beANHEHNA HECKONBbKUX QYHKLNIA?

CHMXXeHue BaLlero npodpuns pucka. YsepeHbl /i1 Bbl, YTO BO BCeN Ballen LmdpoBon cpeae OTCYyTCTBYIOT
npobersbl B 6€30MacHOCTM U BO3MOXHOCTAX MOHUTOPUHra? CylwecTByeT 1 eguMHoe MecTo ANs
0obHapy>XeHus 1 ycTpaHeHns yrpos? CrnocobHbl 1 Bbl BbICTPO OTpearnpoBaTb N HENTPaNn3oBaTb PUCK?

YckopeHue uudpposoin moaepHusaumm. Kakme busHec-Lenmn Bbl XOTUTE JOCTUYL B TeYeHMe cnegyrowmx 12
MecsLeB? Ha Kakom cTerneHn MHHOBAaLWI NO CPaBHEHUO C ONTUMU3aLMen Bbl BygeTe cocpefoToYEHbI?
Kakune HOBble TEXHOOMMN Bbl HafeeTeChb BHEAPUTL U MoYeMy?

7 NOCTaBLLUKOB 3aMEHEHbI Ha O4HY, OTKa3 oT KOMMPOMNCCOB —
yAoG6HYyI0 AN nonb3oBaTens obecneyeHne 6anaHca
nnatpopmy MeXxay 6e3onacHoCTbIO,
MacLITabupyeMocTbio U yA,06CTBOM
«Bbnaropaps Cloudflare Mbl cMOrnm BocnponseecTu NUCNoJib30BaHUA
BCHO GYHKLMOHANbHOCTb, KOTOpas y Hac MMenach
“ paHee, C NOMOLLbIO Pa3NIUYHbIX MHCTPYMEHTOB U

«Cloudflare npegnoxuna Bce, 4To Ham 6bi10

06beANHUTb BCE KOMMOHEHTbI B OO MWH, YTO HY>HO. HaM He Npuwnocb NATU Ha YCTYMNKMW.

BOT yTo ynpoulaer saaady». 370 6bINO LeNOCTHOE pelleHne
C ONTUMWU3NPOBAHHBIMU UHCTPYMEHTaMK,
ro BOpf-lT — 9puk Mupc, cTapLuii MeHeAXep Mo KOTOPOE OTBEYasO BCEM HaLMM NOTPEBHOCTAM. ..»
Knéep6esonacHocTu, MindBody

KJINeHTbI: — Jnop M'pocc, gupexTop no paspa6oTke
L]

nporpamMmMHoro o6ecneyeHus, Caliente.mx

CBAXXUTECb C HAMU cerofHAa, YTo6bl 06CYAUTDH BaLLU
noTpebHOCTU B LMPPOBOM MOAEPHU3ALUMN.
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