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https://www.zscaler.com/technology/browser-isolation
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https://radar.cloudflare.com/
https://www.cisa.gov/
https://owasp.org/

Cloudflare | Zero Trust OI7|E X 2 0[0{X|= 2=

4 A
A9 THE Q40| 25 Zero Trust OF7|HIXE 7 HEJUCIH, US| HAO 2 FZE|Z Zero Trust et

HEIZ B0 M OFF [N E ZHAIZ|BEAM 22dE /A

ok

BE M 24200 YBHOE HMS WL DevOps 2 WA 0|8

I = -op= =y
o HOIE
#ojst=

« OfE2[#[0| M FHLE

HE olma} X} =3} Ansible, Puppet, Terraform
I X}p= Tt Xhs3%t =7 E 0|83510] 0HE2|AH|0|M 7 mio|x2telo)

29 | LREZ ZeroTrust S IS 2 HIEE 4= AFLICE Zero Trust e
TEN ESZ OfE2[AH0|MS tiES ol E2[HE LR HAEE £EBfLICEH
1. MZ2 ofEz|Ho|M0 MEad & M3 FHEEL|Ct

CHAl 2. ZeroTrust HHet TEA| HS 7 Pt OE 2|0 HiZ I = M| A0

HIAES FItetLct

eUD 2|AA0 RS 37| ZH 1

A +E | NIN-oiRe =y
o HOtE
#ojst= H
« OfE2[#0| M JHLE
2L W2{M: Akamai, Cloudflare
HE

olxgt X} =3}: Ansible, Puppet, Terraform

22


https://www.ansible.com/
https://puppet.com/
https://www.terraform.io/
https://www.akamai.com/
https://www.cloudflare.com/
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https://puppet.com/
https://www.terraform.io/
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Cisco Umbrella DNS, Cloudflare Gateway, DNSFilter,
Zscaler Shift

22t2L 0| Hot: Cloudflare Area 1 Email Security,
Mimecast, TitanHQ

Hatx ZAz|: Cloudflare Browser Isolation, Zscaler Cloud
Browser Isolation

Cloudflare CASB, DoControl, Netskope, Zscaler CSPM

SE o Z2IF0] Mol 7|2 MFA Al

HTTPS % DNSSEC Al

Microsoft Azure AD, Okta, Ping Identity PingOne, OneLogin

ID 23X} Microsoft Azure AD, Okta, Ping Identity PingOne,
Onelogin

Of=2|#|0|M dubsk TEA|: Microsoft Azure AD App Proxy,
Akamai EAA, Cloudflare Access, Netskope Private Access,
Zscaler Private Access(ZPA)

Akamai, AWS, Azure, Cloudflare, GCP

TLS 25 3}: Cloudflare Gateway, Netskope Next Gen SWG,
Zscaler Internet Access(ZIA)

Hplx AHg|: Cloudflare Browser Isolation, Zscaler Cloud
Browser Isolation

Zero Trust sk TEA|: Azure App Proxy, Cloudflare Access,
Netskope Private Access, Zscaler Private Access(ZPA)

Akamai, AWS, Azure, Cloudflare, GCP

Akamai EAA, Cloudflare Access, Netskope, Zscaler Private

Access(ZPA)

£ 71 oiE2l7[o| Mol QI ER| OFE

SaaS OHZz2|7[0| Mol ZT HX AlA

MES ITE otete £ = 2ot 8l A|0|Eflo] %! CASB:
Cloudflare Gateway, Microsoft Defender for Cloud Apps,
Netskope Next Gen SWG, Zscaler Internet Access(ZIA)

Zero Trust HIES|3 HM|A(ZTNA): Cloudflare Access,
Netskope Private Access, Zscaler Internet Access(ZIA)

CASB: Cloudflare CASB, Netskope CASB, Zscaler CASB



https://umbrella.cisco.com/
https://www.cloudflare.com/products/zero-trust/gateway/
https://www.dnsfilter.com/
https://www.zscaler.com/press/zscaler-shift-advances-internet-security-intelligent-routing
https://www.cloudflare.com/products/zero-trust/email-security/
https://www.mimecast.com/
https://www.titanhq.com/
https://www.cloudflare.com/products/zero-trust/browser-isolation/
https://www.zscaler.com/technology/browser-isolation
https://www.zscaler.com/technology/browser-isolation
https://www.cloudflare.com/products/zero-trust/casb/
https://www.docontrol.io/
https://www.netskope.com
https://www.zscaler.com/technology/cloud-security-posture-management
https://azure.microsoft.com/en-us/services/active-directory/
https://www.okta.com/
https://www.pingidentity.com/en/platform/solutions/pingone-for-workforce.html
https://www.onelogin.com/
https://azure.microsoft.com/en-us/services/active-directory/
https://www.okta.com/
https://www.pingidentity.com/en/platform/solutions/pingone-for-workforce.html
https://www.onelogin.com/
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy
https://www.akamai.com/products/enterprise-application-access
https://www.cloudflare.com/products/zero-trust/access/
https://www.netskope.com/products/private-access
https://www.zscaler.com/products/zscaler-private-access
https://www.akamai.com/
https://aws.amazon.com/
https://azure.microsoft.com/en-us/
https://www.cloudflare.com/
https://console.cloud.google.com/getting-started?pli=1
https://www.cloudflare.com/products/zero-trust/gateway/
https://www.netskope.com/products/next-gen-swg
https://www.zscaler.com/products/zscaler-internet-access
https://www.cloudflare.com/products/zero-trust/browser-isolation/
https://www.zscaler.com/technology/browser-isolation
https://www.zscaler.com/technology/browser-isolation
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy
https://www.cloudflare.com/products/zero-trust/access/
https://www.netskope.com/products/private-access
https://www.zscaler.com/products/zscaler-private-access
https://www.akamai.com/
https://aws.amazon.com/
https://azure.microsoft.com/en-us/
https://www.cloudflare.com/
https://console.cloud.google.com/getting-started?pli=1
https://www.akamai.com/products/enterprise-application-access
https://www.cloudflare.com/products/zero-trust/access/
https://www.netskope.com
https://www.zscaler.com/products/zscaler-private-access
https://www.zscaler.com/products/zscaler-private-access
https://www.cloudflare.com/products/zero-trust/gateway/
https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps
https://www.netskope.com/products/next-gen-swg
https://www.zscaler.com/products/zscaler-internet-access
https://www.cloudflare.com/products/zero-trust/access/
https://www.netskope.com/products/private-access
https://www.zscaler.com/products/zscaler-internet-access
https://www.cloudflare.com/products/zero-trust/access
https://www.netskope.com/products/casb
https://www.zscaler.com/technology/cloud-access-security-broker-casb
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Zero Trust Network Access(ZTNA): Cloudflare Zero
Trust(Access & Gateway & ALE), Netskope Private
Access, Zscaler Private Access(ZPA)

Cloudflare Access, Netskope Private Access, Zscaler
Internet Access(ZIA)

Mac: Jamf, Kandji Windows: Microsoft Intune

DataDog, Splunk, SolarWinds

StE F|: Yubico

Cloudflare Radar, CISA, OWASP
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Cloudflare Access, Netskope Private Access, Zscaler
Internet Access(ZIA)

ierAret gl
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VMWare Carbon Black, Crowdstrike, SentinelOne,
Windows Defender

ZX| Il E2]: VMWare Carbon Black, Crowdstrike,
SentinelOne, Windows Defender, Oomnitza

API/AMH|A QIHIEZ]: Cloudflare application connector,
Zscaler Private Access(ZPA)

Cloudflare Magic WAN, Cato Networks, Aryaka FlexCore

Hot ¢l A|0|EZY0](SWG): Cisco Umbrella, Cloudflare
Gateway, Netskope Next Gen SWG, Zscaler Internet
Access(ZIA)

SIEM(Security Incident and Event Monitoring):
DataDog, Splunk, SolarWinds

Cisco Umbrella, Cloudflare Gateway, Netskope Next Gen

SWG, Zscaler Internet Access(ZIA)

Ansible, Puppet, Terraform

2L W2 A: Akamai, Cloudflare

olxa} XtS3}: Ansible, Puppet, Terraform



https://www.cloudflare.com/products/zero-trust/
https://www.cloudflare.com/products/zero-trust/
https://www.netskope.com/products/private-access
https://www.netskope.com/products/private-access
https://www.zscaler.com/products/zscaler-private-access
https://www.cloudflare.com/products/zero-trust/access/
https://www.netskope.com/products/private-access
https://www.zscaler.com/products/zscaler-internet-access
https://www.zscaler.com/products/zscaler-internet-access
https://www.jamf.com/
https://www.kandji.io/
https://partner.microsoft.com/en-us/solutions/microsoft-intune
https://www.datadoghq.com/
https://www.splunk.com/
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