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About 
Cloudforce One
Driven by a mission to help defend the 
Internet, Cloudforce One leverages telemetry 
from Cloudflare’s global network — which 
protects approximately 20% of the web — 
to drive threat research and operational 
response, protecting critical systems for 
millions of organizations worldwide.
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Emerging attack 
techniques and trends
As we look toward the threat landscape of 2026, the industry must undergo a 
fundamental shift in how it categorizes risk. For decades, the “sophistication” 
of an adversary — the technical elegance of their code or the novelty of their 
zero-day — was the primary barometer for danger. Today, that metric is being 
replaced by a more pragmatic calculation: the Measure of Effectiveness (MOE).

MOE evaluates a threat by the ratio of attacker effort to operational outcome. 
In layman's terms, it is a measure of “bang for the buck” — where a high-
MOE attack achieves maximum disruption with minimum cost. For example, 
rather than spending millions to develop a custom exploit, a 2026 adversary 
might use a low-cost GenAI subscription to automate credential harvesting 
across thousands of targets. This model measures velocity from initial access 
to exfiltration and the frictionless scale that attackers leverage to target 
hundreds of victims at once.

This approach exploits a profound resource asymmetry, repurposing a victim’s 
own cloud, SaaS, and AI infrastructure to fund and execute the mission. This 
section explores how attackers have moved beyond the pursuit of technical 
brilliance in favor of industrialized, high-MOE campaigns that turn the 
connective tissue of the modern enterprise into its primary vulnerability.
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Nation-state 
analysis
The modern threat landscape from state and state-aligned actors is 
increasingly defined by the maturation and tactical synchronization 
of cyber operations with kinetic and geopolitical objectives, a  
coordination most notably observed in the temporal correlation 
between disruptive digital strikes and conventional military actions 
in recent conflicts. Cloudforce One has observed four primary state 
actors — Russia, China, North Korea, and Iran — as they continue 
to refine a toolkit that extends far beyond simple cyber espionage.  
As we move through 2026, we expect this trend to continue 
as state-sponsored cyber operations become an increasingly 
permanent fixture of physical and political conflict.

This section explores some of the trends, highlights, and examples 
of approaches used by cyber actors to conduct operations that 
serve various nation-state strategic goals, ranging from possible 
support of battlefield operations to the pursuit of financial gains to 
circumvent sanctions. 
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CybercrimeIII. From record-breaking DDoS attacks peaking at an 
unprecedented 31.4 Tbps to the identification of over 
$123 million in explicit financial lures, cybercriminals 
in 2025 demonstrated a relentless move toward high-
velocity, automated exploitation. Throughout the 
entire attack chain, we see how the industrialization of 
cybercrime contributes to a landscape where individual 
hackers are replaced by professional-grade “factories.” 

This trajectory sets the stage for 2026, where we expect 
these attack factories to reach even greater levels of 
industrialization. Whether it is in your inbox, your DMs, 
or your professional repositories, the goal remains 
consistent: to steal money or credentials, either as an 
end in themselves or as the essential means to fuel the 
broader ransomware and botnet ecosystems.



























Community 
and regional 
perspectives
While many threat actors operate globally, regional 
targeting is often driven by local geopolitical tensions and 
specific economic assets. The following highlights the 
primary threat actors and key concerns for the Americas, 
EMEA (Europe, Middle East, and Africa), and APAC (Asia-
Pacific) regions. The actors listed in each region below 
were chosen for their operational gravity in those areas, 
based on analyses of where they exert the most pressure, 
maintain the most specialized infrastructure, or pursue 
their primary strategic objectives.
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Recommendations
A roadmap for strategic resilience and 
an identity-centric enterprise model 
The key findings in this report signal that the 2026 threat 
landscape is defined by the weaponization of identity, the 
industrialization of SaaS supply chain vulnerabilities, and the 
emergence of hyper-volumetric, autonomous DDoS strikes 
that outpace human intervention.

To thrive in this environment, organizations must pivot from  
reactive, infrastructure-centric defense to a proactive, 
identity-centric resilience model. The following 
recommendations provide a high-level roadmap for neutralizing 
these emerging force multipliers and securing the modern, AI-
integrated enterprise.
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